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Preface

As the Army observed in the 2010 cyberspace operations concept capa-
bility plan, society’s dependence on the wireless and wired mediums is
converging. Computer and telecommunication networks are becom-
ing one and the same. And the transmission of digitized packets on
Internet-protocol and space-based networks is rapidly supplanting the
use of old technology (e.g., dedicated analog channels) when it comes
to information sharing and media broadcasting.

This monograph identifies the implications of these trends and
reconsiders the resulting boundaries of Army cyber operations, at least
from a practical standpoint. It focuses on the general and overlapping
areas of network operations, information operations, and the more
focused areas of electronic warfare, signals intelligence, electromag-
netic spectrum operations, public affairs, and military information
support operations (formerly psychological operations). Most impor-
tantly, it compares the emerging doctrine of cyber operations to all of
the aforementioned areas. The intent is to make clear the prevailing
boundaries between the areas of interest and the expected progression
of these boundaries in the near future. It constructs some new defini-
tions that encapsulate these areas, such as information warfare. This
is important because the Army is now studying ways to best apply its
cyber power and reconsider doctrinally defined areas that are integral
to cyberspace.

This monograph asserts that the relevant realms that contain the
functional areas pertaining to information warfare are just two: the
psychological and the technical. The psychological is focused on mes-
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sage content, and the target is people. The technical realm is focused on
the means to deliver (or prevent delivery of) content, and the targets are
machines. This monograph considers how the technical realm and the
psychological realm can best be organized and perhaps consolidated.

This study and monograph were not specifically requested by the
Army; rather, this monograph summarizes the results of a short study
conducted in response to a question about the future of information
operations asked by Army senior leadership. RAND Arroyo Center
sought an answer to this question as a “Quick Response” study. Quick
Response studies are designed to support near-term decisions to be
made by Army officials or to provide analyses to the Army leadership
to inform U.S. Department of Defense, administration, or congressio-
nal decisions and actions. A brief was provided to Army senior leaders
within two months of initiation of this project; this monograph sum-
marizes and reports the analytic effort that went into that briefing. The
findings and views expressed here are those of the authors and do not
necessarily reflect the views of the Army or the U.S. Department of
Defense.

This research was conducted within the Arroyo Center’s Force
Development and Technology Program. RAND Arroyo Center, part
of the RAND Corporation, is a federally funded research and devel-
opment center sponsored by the U.S. Army. Questions and comments
about this research are welcome and should be directed to the program
director, Christopher Pernin (Christopher_Pernin@rand.org), the
project leader, Isaac Porche (Isaac_Porche@rand.org), or Christopher
Paul (cpaul@rand.org).

For more information on RAND Arroyo Center, contact the
Director of Operations (telephone 310-393-0411, extension 6419;
FAX 310-451-6952; email Marcy_Agmon@rand.org), or visit Arroyo’s
website at http://www.rand.org/ard. The Project Unique Identifica-
tion Code (PUIC) for the project that produced this document is
RANDI10473.
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Summary

Information warfare is not currently defined in U.S. Department of
Defense (DoD) or U.S. Army doctrine, but it is a term found in past
doctrine.! What is in today’s DoD lexicon is the term information envi-
ronment, the “aggregate of individuals, organizations, and systems that
collect, process, disseminate, or act on information” (U.S. Joint Chiefs
of Staff, 2010b). Joint doctrine (e.g., JP 3-13.1) makes clear that “there
is an electromagnetic spectrum portion of the information environ-
ment” (U.S. Joint Chiefs of Staff, 2007, p. vii).2 Thus, wired and wire-
less technology fit in this landscape.

As a term, information warfare, or I\W, remains in use world-
wide, in the militaries of other countries as well as in some of the U.S.
military services. The Navy now has an IW officer position, which it
advertises as involving “attacking, defending and exploiting networks
to capitalize on vulnerabilities in the information environment” (U.S.
Navy, undated). Career paths for these officers are described in Appen-
dix F. We define I'W as follows:

Information warfare is conflict or struggle between two or more
groups in the information environment.’

' There is no entry in Joint Publication 1-02 (U.S. Joint Chiefs of Staff, 2010b). Past doc-
trine here refers to the mid-1990s. See AFDD 5, 1996, and CJCSI 3201.01, 1996.

2 Joint doctrine says that a portion of the information environment includes the electro-
magnetic environment (EME). See U.S. Joint Chiefs of Staff, 2007.

3 Dan Kuehl of the National Defense University defines IW as “military offensive and
defensive actions to control/exploit the environment” (various briefings); U.S. Joint Chiefs

XV
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Social networks, as part of the information environment, are also
a part of such conflicts or struggles. As noted by LT'G Michael Vane,
“Army forces operate in and among human populations, facing hybrid
threats that are innovative, networked, and technologically-savvy”
(TRADOC, 20104, p. i).* Internet-assisted social networking is now a
part of the operational environment, as events in Egypt, Moldova, Iran,
and even Pittsburgh have made clear.’ Social networks are a growing
and increasingly relevant element of the information environment.

Cyberspace is the technical foundation on which the world is
increasingly relying to exchange information (and to facilitate social
networking, extend influence from afar, and so on). As a collection
of mediums, it is rapidly consuming the information environment’s

of Staff (1995) notes that “IW focuses on affecting an adversary’s information environment
while defending our own.” CJCSI 3210.01 (1996) defined information warfare as follows:
“Actions taken to achieve information superiority by affecting adversary information, infor-
mation-based processes, information systems, and computer based networks while defend-
ing one’s own information, information-based processes, information systems and com-
puter-based networks.”

4 On September 16, 2010, Deputy Secretary of Defense William J. Lynn I1I signed Direc-
tive-Type Memorandum 09-026 establishing Internet-based capabilities as an integral part
of DoD operations. Falling under the realm of Internet-based capabilities is social media.

> Cell phones and text messaging are believed to have played a crucial role in fostering the
so-called Orange Revolution in the Ukraine. Twitter is credited with making these protests
widespread and successful (e.g., flash mobs). Ultimately, the protests forced a recount of the
general election. See Morozov (2009), Goldstein (2007), and Stack (2009).

During Iran’s so-called Twitter revolution, it was reported that well-developed Twitter lists
showed a constant stream of situational updates and links to photos and videos, all of which
painted a portrait of the developing turmoil. According to news reports, when the Iranian
regime started taking down these sources, the so-called e-dissidents shifted to email. (See
“Iran’s Twitter Revolution,” 2009.)

During a recent G20 meeting, protesters in Pittsburgh leveraged Twitter. For example, Elliot
Madison, an activist in New York City, used Twitter to disseminate information about Pitts-
burgh police activities and movements during the protests. Reportedly, police raided Madi-
son’s hotel room, and, one week later, his home was raided by FBI agents. Police reports
claim that Madison and a co-defendant used computers and a radio scanner to track police
movements and then passed that information to protesters using cell phones and Twitter.
Madison is reportedly being charged with hindering apprehension or prosecution, criminal
use of a communication facility, and possession of instruments of crime (Democracy Now!
2009; Electronic Frontier Foundation, 2009; Goodman, 2009).
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landscape. Therefore, we conclude that controlling cyberspace (and
the intersecting electromagnetic spectrum) could eventually be tan-
tamount to controlling the information environment. The Army must
prepare for that possibility.

The Problem with Current Doctrine

Preparation for I'W will start with revision of the 2003 Army Field
Manual (FM) 3-13, Information Operations (10), which is widely con-
sidered antiquated and insufficient for the future. Harkening back to
the birth of the information operations concept out of command and
control warfare in the late 1990s, this doctrine aggregates the areas of
electronic warfare (EW),6 computer network operations (CNO), psy-
chological operations (PSYOP),” military deception (MILDEC), and
operations security (OPSEC) as core capabilities, despite the fact that
some of these concepts are quite dissimilar. This is shown in Figure S.1.

One conflict that has emerged stems from overlapping doctrine.
For example, CNO, historically covered in FM 3-13, is the main
component of cyber operations. According to the latest Army oper-
ating concept, “Cyberspace operations include computer network
operations” (TRADOC, 2010b). Similarly, EW has its own doctrine
(FM 3-36) and a growing force structure. Thus, we can say that the
growth in size and importance of EW, CNO, and cyber operations as
a whole render them too large and fast-moving to fit within this IO
doctrine.

The confusion associated with IO as a term—in the Army and at
the joint level—stems from many sources: genuine ambiguity in the
lexicon, both willful and unintentional misuse of the term, and both
genuine misunderstanding and genuine disagreement about what such
operations are and how they ought to be defined.

6 Certain functions in EW can be considered military deception. This includes the use
of expendibles (e.g., flares) by vehicles (Hura, 2010). This should be (and likely is already)

included in EW doctrine and/or corresponding tactics, techniques, and procedures.

7 Now referred to as military information support operations (MISO). See Chapter Two.
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Figure S.1
10 Doctrine
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Operational security (OPSEC)

RAND MG1113-5.1

As reflected in Figure S.1, at the time of this research, joint doc-
trine defined IO as follows:

The integrated employment of the core capabilities of electronic
warfare, computer network operations, psychological operations,
military deception, and operations security, in concert with speci-
fied supporting and related capabilities, to influence, disrupt, cor-
rupt or usurp adversarial human and automated decision making
while protecting our own. (U.S. Joint Chiefs of Staff, 2007,
p- G-10)

This definition does little to clear up the confusion, both because
of ambiguities in the definition itself—because soldiers imagine it to
(or want it to) mean something else—and because 10, as actually prac-
ticed, deviates from that definition.®

8 This alone demands new doctrinal writings. As Maj Gen I. B. Holley (1983) said, “What
is doctrine? Simply this: doctrine is officially approved prescriptions of the best way to do a
job. Doctrine is, or should be, the product of experience. Doctrine is what experience has

shown usually works best.”
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In January, 2011, Secretary of Defense Robert Gates issues a mem-
orandum outlining a revised definition of IO, with a greater focus on
integration. He stated that the definition in effect when this research
was conducted placed “too much emphasis on core capabilities” and
supported the “notion that the core capabilities must be overseen by
one entity. Joint doctrine now defines 10 as

the integrated employment, during military operations, of
information-related capabilities in concert with other lines of
operation to influence, disrupt, corrupt, or usurp the decision-
making of adversaries while protecting our own. (Gates, 2011)

There are genuine disputes regarding both the terminology and
the concepts of 1O, so resolution cannot be had with simple clarifica-
tion. There are decisions to be made.

Information Operations as a Moving Target

Further complicating the situation is that the need for change in 10
is recognized, and progress is under way as of this writing in both the
joint community and the Army toward improving definitions, revising
doctrine, clarifying concepts, and adjusting organizations. The 2011
Gates memo is an example of the progress made between the time
that this monograph was first drafted and the time of its publication.
The authors have endeavored to stay abreast of such movement, but
other changes and advances have taken or are taking place at the time
of publication. Undoubtedly, some important decisions will have been
made, other important progress will have occurred, and some of the
recommendations presented here will have been overtaken by events.
However, challenges will remain. Debate within and surround-
ing the information operations community runs hot and fierce, and
progress is often delayed by disagreements (such as the 2009 attempt
to revise FM 3-13, described in Appendix B). The information environ-
ment continues to evolve, adding new challenges. If we believed that
all the issues facing information operations would be resolved by the
time this monograph was released, we would not have published it. As
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the doctrine and practice of 1O continue to evolve, this monograph
will remain useful when further changes are considered or when past
changes are revisited, reviewed, and debated again.

Resolving the Problems by Redefining Doctrinal Terms

More clarity can be provided by separating the functional areas cur-
rently defined in the IO definition into two realms: the more tech-
nical functional areas and the other functional areas associated with
PSYOP/MISO.

Information content (e.g., the message) is key for the psychologi-
cal part; the means to deliver content (or prevent delivery) is key for the
technical part. Ultimately, it makes sense that most of what falls into
the psychological realm (shown in Table S.1) be redefined as inform
and influence operations (IIO) and that most of what falls into the
technical realm be considered information technical operations (ITO).

Essentially, we suggest that the doctrine be split to reflect how
the expertise has been divided today, as illustrated in Figure S.2. The
table does not account for the integrating function; integration of these
areas belongs with the commander. Revisions to the mission command
doctrine should reflect this.

Network operations fall clearly within the technical realm. While
we include them in the table for completeness, we do not foresee any
practical benefit in merging network doctrine and personnel with the
other areas. This is because network operations are large, long-standing
efforts in the Army that should remain focused (Porche et al., 2010).
However, this issue requires more study and was outside the scope of
our research.

We offer the following definition of IIO. It integrates features
of three different visions of what IO could be (these different visions
are described in Chapter Three): an integrating function, an influence
capability, and an advisory capability.

Inform and influence operations are efforts to inform, influence, or
persuade selected audiences through actions, utterances, signals,
or messages.
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Table S.1

Information Warfare: Realms of the Possible

Category Psychological Realm Technical Realm
Functional areas, MISO, public affairs (PA), Electronic attack (EA), electronic
subareas, defined aspects of MILDEC protect (EP), electronic support
in existing (ES), computer network attack
doctrine (CNA), computer network exploit

(CNE), signals intelligence,
electromagnetic spectrum
operations (EMSO), information
assurance, operating and
maintaining networks (network
operations), aspects of MILDEC,
aspects of OPSEC

Target People Machines
Alternate name Inform and influence Information technical
operations (110) operations (ITO) or cyber-

electronic operations or cyber-
electromagnetic operations

Figure S.2
The Dividing Line That Should Be Sharpened: Technical Operations
Versus Inform and Influence Operations

Information operations

| |
OPSEC
U J
Y
Inform and influence
operations

Il Inform and influence

[\ ) focused/psychological realm
Y .
Information technical I Technically focused/

technical realm

operations

NOTE: CND = computer network defense.
RAND MGT1113-5.2
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We offer the following definition of ITO. We do not mean to
imply that all or most of the areas are covered under signals intelli-
gence. It is a combination of electronic warfare, computer network
operations, and other functions.

Information technical operations are efforts to protect andfor coor-
dinate U.S. and allied technical means and mediums (e.g., the
EMS) that facilitate command-and-control and, perbaps, certain
intelligence activities and to deny the means and mediums used by
adversaries.

This definition and the associated vision have several notable
characteristics. First, this definition separates the “apples” of informa-
tion content from the “apple carts” of information systems (e.g., infor-
mation technology and electronics) and retains the term information
operations to refer to the former exclusively (see Paul, 2008). Under this
vision, I1O include only efforts to inform, influence, or persuade.

Advantages of Revising Doctrinal Definitions

These separated definitions make clear the distinctions between the
functional area groupings (i.e., the psychological and technical realms)
shown in Table S.1. More distinction helps lessen the confusion that
exists today regarding who executes the missions shown in Figure S.1.
The personnel in these areas might be more focused and better able to
develop concentrated expertise. Finally, separating these areas could
translate into more opportunity to consolidate within them.

Consolidation in the Technical Realm

Consolidation in the technical realm is possible and advisable. The
boundary between CNO over wireless networks and EW is blurring.
At a minimum, the impact of the convergence trend is that EW (elec-
tronic attack [EA], electronic protect [EP], and electronic support
[ES]) and CNO (computer network attack [CNA], computer net-
work defense [CND], and computer network exploitation [CNE]) are
becoming increasingly comingled.
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On the materiel side, the convergence of wired and wireless medi-
ums suggests that there might be circumstances in which the func-
tional requirements of these currently separate areas can be met by the
same device that combines technologies to yield the best system solu-
tion. Advanced electronic steerable array (AESA) radars might fall into
the EW and the CNO areas because they can sense and transmit in
both analog and digital formats.

As a result, we conclude that EW and CNO could—and perhaps
should—share the same people, process, and technologies to carry
out these operations to avoid duplication of effort or working at cross-
purposes. We understand that the Army has already begun to make
some moves toward aggregation in this area.

Proposals already exist to merge existing EW and emerging cyber
operations doctrine, and they appear to be advantageous; progress is
being made in this direction. However, there are cautions. Today, the
authorities required to conduct offensive EW are more clearly under-
stood and more permissive than the authorities that exist for offen-
sive CNO. In addition, the clearance levels required for offensive EW
differ from those required for offensive CNO.? Doctrine for EMSO
and spectrum managers themselves (e.g., personnel with the 25E mili-
tary occupational specialty [MOS])! should be part of this consolida-

9 For example, generally, electronic attack operations are planned at the secret level, and
authority to plan and execute operations resides with tactical- and operational-level com-
manders. On the other hand, CNA operations are often conducted at higher security levels
(Hura, 2010).

10 The signal corps’ MOS 25E enlisted specialty for spectrum management was created a
number of years ago. Prior to the creation of this specialty, noncommissioned officer spec-
trum managers were tracked only with a skill identifier attached to a preexisting MOS. The
skill identifier for enlisted personnel (for spectrum managers) was not found to be satisfac-
tory because these spectrum managers were often retasked outside of the spectrum specialty.
There is a skill identifier for commissioned officers, but it is dormant.

In the case of EW, the Army recently created a new career management field that provides a
new MOS for officers, warrant officers, and enlisted personnel. Hundreds of billets (greater
than 3,000 personnel) have been created, although not all have been filled. The specific
career management field identifiers for EW are to be FA29 for officers, MOS 290A for war-
rant officers, and MOS 29E for enlisted personnel.
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tion. We illustrate this proposal in Figure S.3. Also, technical aspects
of OPSEC and MILDEC fall here.

The Army eventually needs to either create a new “cyber-
electronic” or “cyber-electromagnetic” career management field or
transform an existing one (e.g., CMF 29) to provide dedicated support
to all or most of the technical realm of I'W. This would serve as a first
step toward a new branch for cyber-electromagnetic warriors for the far
future who can be utilized to cover the areas discussed here. This group
includes EW and spectrum managers.

Consolidation in the Psychological Realm

A similar argument can be made for the psychological realm, where
there is just as much opportunity for consolidation. Specifically, PA
and MISO (formerly PSYOP) have ample reason to become better
integrated.

Currently, there is a “firewall” between PA and MISO. The con-
cern that has kept PA and MISO separate is the commitment to use (or
not use) truthful information. However, the lack of PA-MISO coordi-
nation has resulted in repeated instances of “information fratricide,”
in which the separate capabilities provide conflicting information. The
fear is that MISO could contain less-than-truthful information and
thus jeopardize the credibility of PA efforts. However, almost all con-
ventional MISO use truthful information (and sometimes the only dif-

Figure S.3
Potential Consolidation in the
Technical Realm

Cyber-electromagnetic operations

|
EMSO

(spectrum
management
operations)

RAND MG1113-5.3
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ference is the audience). A commitment to the truth is a reasonable
approach. A bridge between the two seems possible with the approach
suggested here."" Thus, beneficial integration and perhaps even consoli-
dation (organizationally and/or with respect to personnel) is conceiv-
able as envisioned in Figure S.4. At minimum, the firewall between
inform and influence should be removed and placed at the bounds of
truth and good intention. All communications seek to influence, and

that is OK. Where the line should be drawn is between truthful efforts
at virtuous persuasion (wholly acceptable) and deceptive manipulation.

Courses of Action

We see three courses of action for revising Army doctrine, addressing
needs of FM 3-13 and the use of information operations officers.

1. The first course of action is to maintain the status quo (nearly).
Maintain a broad definition of IO that involves integration of
the five key functional areas listed in Figure S.1. This course
of action includes continued reliance on FM 3-13 nearly as is;

Figure S.4
Potential Consolidation in the
Psychological Realm

Inform and influence operations

MISO

Aspects of
| MILDEC

RAND MG1113-5.4

11 NATO tried unsuccessfully to merge IO and PA but without making a clear commitment
to use the truth only.
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it would perhaps need an update to accommodate the expected
revision to the joint definition of IO (when it becomes official).
Course of action two is to develop new doctrine that divides
current doctrine (FM 3-13, as shown in Figure S.1) into 11O
and ITO, as suggested in Figures S.2, S.3, and S.4. Integration
functions would explicitly become the task of commanders, and
this role and task will have documented in the corresponding
doctrine (mission command). As such, FM 3-13 would be obvi-
ated, as would the role of IO officers as integrators. Doctrin-
ally, ITO would fall under cyber-electronic operations or cyber-
electromagnetic operations, which could be addressed in a
revised FM 3-36 (currently titled Electronic Warfare).

Course of action three is to limit the scope of IO and IO ofhi-
cers to 11O as we define it here. This would essentially involve
redefining IO to include only the functional areas we list in the
psychological realm and the integration role of 10 officers to
be one of integrating MISO, PA, MILDEC, and similar func-
tional areas.’? To be clear, this would involve redefining 10 as
efforts to inform, influence, or persuade selected audiences through
actions, utterances, signals, or messages. Doctrinally, ITO would
fall under cyber-electronic operations or cyber-electromagnetic
operations, which could be addressed in a revised FM 3-36 (cur-
rently titled Electronic Warfare).

Recommendations

Based on our review of the literature and analysis of overlapping tasks

in some of these functional areas, we recommend course of action two.
This is illustrated in Figure S.5.

Not addressed explicitly by the listed courses of action but cer-

tainly important to the discussion is the relationship of OPSEC as a

12 For example, revise FM 3-13 to cover the need to integrate only MISO, PA, MILDEC,
and other capabilities contributing to informing and influencing. Retain FA30s to integrate
inform and influence. Certain aspects of MILDEC fall under EW (e.g., use of expendables
and flares).
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capability area to the new structure. We believe that OPSEC is every-
one’s responsibility. Aspects of it certainly fall under technical opera-
tions, but it could also be covered in the mission command doctrine
that is currently under revision.

Figure S.5

Recommended Course of Action: Redefine Information Warfare
Operations

Information environment

Psych and tech realms still
work together to influence Information warfare operations
information environment

Information technical operations Inform and influence operations

(spect_rum
CN operations)
“ Il Message-
Firewall I Medium-
Aspects of Aspects of [ focused
MILDEC OPSEC Aspects of I Both
MILDEC

RAND MG1113-S.5






Acknowledgments

We benefited from extended conversations with personnel at the U.S.
Army Communications-Electronics Research, Development and Engi-
neering Center (CERDEC) Intelligence and Information Warfare
Directorate (I2WD), including Giorgio Bertoli, chief of the Offensive
Information Operations Branch; Paul Zablocky, chief engineer; Shawn
Mathews; and Kevin Boyle. In addition, we consulted Seyhun Byrne,
chief engineer of CERDEC Technology Initiatives.

We gained insight from a number of subject-matter experts
on all aspects of IO: Professor Dennis Murphy, Austin Branch,
COL Carmine Cicalese, LTC Russell Webb, LTC Amy McGrath,
CDR (ret.) Michael Herrera, LTC Scott Riggs, and LTC Lawrence
Chinnery. Our reviewers, Jeff Rothenberg, Lt Gen (ret.) Bob Elder,
and RAND colleague Myron Hura gave graciously of their expertise
and helped us improve the presentation of our research and findings.

We also had engaging discussions with LTC Karen Hillemheber
and COL Michael Dominique at TRADOC, Ft. Leavenworth. Finally,
we benefited from numerous conversations on this topic with COL R.
Wayne Dudding, who generously shared his thoughts and experience.

XXix






Abbreviations

AESA
C2wW
C3IEW

CBA
CERDEC

CNA

CND

CNE

CNO

copr

DoD
DOTMLPF

EA
EME
EMS

advanced electronic steerable array
command and control warfare

command, control, communication, intelligence,
and electronic warfare

capability-based assessment

U.S. Army Communications-Electronics
Research, Development and Engineering Center

computer network attack
computer network defense
computer network exploit
computer network operations
common operating picture
U.S. Department of Defense

doctrine, organization, training, materiel,
leadership and education, personnel, and facilities

electronic attack
electromagnetic environment

electromagnetic spectrum

XXXi



xxxii Redefining Information Warfare Boundaries for an Army in a Wireless World

EMSO
EP

ES
EW
EWI
FM
[2WD

IA
IEW
110

10
ITO
%

P
LDO
MILDEC
MISO
MOS
OEF
OIF
OODA
OPSEC
PA

electromagnetic spectrum operations
electronic protect

electronic support

electronic warfare

electronic warfare integration

Army Field Manual

U.S. Army Communications-Electronics
Research, Development and Engineering Center,
Intelligence and Information Warfare Directorate

information assurance
intelligence and electronic warfare
inform and influence operations
information operations
information technical operations
information warfare

Joint Publication

limited-duty officer

military deception

military information support operations
military occupational specialty
Operation Enduring Freedom
Operation Iraqi Freedom

observe, orient, decide, act
operations security

public affairs



Abbreviations  xxxiii

PAO public affairs officer

PSYOP psychological operations

RCIED radio-controlled improvised explosive device
RF radio frequency

SBCT Stryker brigade combat team

SIGINT signals intelligence

TRADOC U.S. Army Training and Doctrine Command






CHAPTER ONE
Introduction

Background

Since the creation of the Internet’s predecessor, the ARPANet, the
constant characteristic of the information environment has been one
of kaleidoscopic change. A notable change in recent years has been
the merging of the wired and wireless worlds as wireless technology
becomes increasingly widespread and capable.

The rapid pace of change makes it difhicult for even nimble cor-
porations to keep up, and the challenge for the U.S. military is even
greater. Acquiring materiel rapidly is difficult, given governmental con-
trols and processes, and it is difficult to make rapid changes in the
personnel structure. Thus, keeping up with major changes, such as the
merging of the wired and wireless worlds, poses formidable challenges
to the U.S. military.

Complicating the U.S. military’s ability to accommodate change
in the information environment is the fact that certain facets of that
environment are not well understood. As a result, the organizations
built to carry out military operations in the information environment
are not ideal. Given that, as of this writing, the Army is revising its
information operations (IO) doctrine, now is a perfect time to revisit
how the Army has organized for such operations.
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The Army’s Role in Cyberspace

Cyberspace now pervades and has joined the traditional domains of
conflict, including land, sea, air, and space (see Figure 1.1).

The U.S. Army plays an important and ever-changing role in
cyberspace. Specifically, it operates and defends its own networks
(network operations), allowing it to retain its freedom of action in the
cyberspace domain. To respond to attacks and exploit opportunities,
the Army’s role must expand to include finding and targeting adversary
networks that could affect U.S. military operations (network warfare).
The vastness of the cyberspace domain cannot be overstated, and more
resources are needed for the Army to operate there effectively. It needs
more units with trained cyberwarriors.! In addition, Army organiza-
tions with cyber missions need the capabilities to operate coherently
with each other and with joint and other agency partners and need to
share a clear understanding of the rules of engagement.

Figure 1.1
Cyberspace as a Domain

Land
domain

Space
domain

Air
domain

RAND MG1113-1.1

I We use the term cyberwarrior to refer to personnel who carry out operations in cyber-

space. Specifically, we define a cyberwarrior as someone who performs tasks that are vital for
network operation, network defense, network attacks, or network exploitation.
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The U.S. Department of Defense (DoD) and the military services
have increasingly relied on networks to carry out and facilitate military
operations. This is due, in part, to two trends. First, information opera-
tions are playing an increasingly important role in current operations
and the migration into what we call cyberspace. The second trend is
the increasingly prominent role that networks play on today’s battle-
field and their critical place in the Army’s strategy and doctrine. These
trends and the dependencies that they create have attracted the notice
of adversaries, who view the expansion of cyberspace and the United
States’ dependence on it as creating military opportunities that they
would not have in the traditional domains and are beefing up their
own cyberspace capabilities to operate offensively and defensively in
this emerging arena.

In response, the Army has been devoting resources to its own
cyber capabilities, and, if future acquisitions go as planned, that invest-
ment will grow. Currently, however, the Army’s cyber capabilities fall
short of its needs. This paper addresses some of those shortcomings and
provides some suggestions about what the Army can do to narrow the
gap between its needs and its capabilities.?

What Is Cyberspace?

Environments

Traditionally, three military environments have formed the sphere of
military conflict: atmospheric, terrestrial, and maritime. More recently,
space was added as a military environment (see Figure 1.2). These envi-
ronments are defined by their physical characteristics and include inter-
faces with the other environments, as suggested in the figure.3

2 This discussion is informed by a yearlong study of the Army’s role in cyberspace and prior
studies requested by the Army’s Chief Information Officer.

3 DoD defines the terrestrial environment as “the Earth’s land area, including its man-
made and natural surface and sub-surface features, and its interfaces and interactions with

the atmosphere and the oceans” (U.S. Joint Chiefs of Staff, 2010b).
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Figure 1.2
Traditional Military
Environments

Atmospheric

Maritime

Terrestrial

RAND MG1113-1.2

Domains

No official definition exists in the military for domains, but their usage
in military publications suggests that they are broader than the envi-
ronments and are areas of both operation and responsibility. As a resul,
military domains overlap (as illustrated by the ovals in Figure 1.3) and
align with a separate service being responsible for each domain.*

Information Environment

With the proliferation of information-age technologies, however, these
traditional military notions of environment and domain are changing.
The information environment, for example, is defined as “[t]he aggre-
gate of individuals, organizations, and systems that collect, process,
disseminate, or act on information” (U.S. Joint Chiefs of Staff, 2010b),
which are represented by the nodes across the traditional environments
in Figure 1.4.

4 The Army is responsible for the land domain. The exception is the space domain, where
the U.S. Air Force is the executive agent.
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Traditional Military Domains
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Figure 1.4
Information Environment
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Cyberspace Defined

Cyberspace, itself, has become something of a portmanteau word—that

is, it brings together two separate ideas into one cohesive concept.
Multiple interpretations are reflected in the many attempts to

define cyberspace. Former Deputy Secretary of Defense Gordon Eng-

land provided some guidance to DoD when he defined the term in a

May 12, 2008, memorandum as follows:

A global domain within the information environment consisting
of the interdependent network of information technology infra-
structures, including the Internet, telecommunications networks,
computer systems, and embedded processors and controllers.

This definition is depicted in Figure 1.5, which includes the nodes
and the connections (wired and wireless) between them that compose
cyberspace.’

Figure 1.6 presents a less abstract picture of what constitutes
cyberspace today, though we should point out that cyberspace is much
more expansive than what is depicted in the figure.

According to Secretary England’s definition, cyberspace has
become another domain of warfare, but one that differs from the tra-
ditional domains in that it has both a physical and an informational
component. The traditional forms of warfare—attack, defense, and
exploitation—still occur, but information is the target, rather than
people or materiel.

The quest for control of information has always been and always
will be a part of conflict between warring parties (see Fitsanakis and
Allen, 2009). Decades ago, the U.S. military’s information infrastruc-
ture was contained primarily on paper and in human brains. Informa-
tion technologies are clearly changing that. Orders of magnitude more
information can be created, stored, sorted, and acted upon when that
information is digitized. The real leap is occurring in terms of the abil-

5 Secretary England’s definition does not include individuals and organizations, which are
part of the information environment. Whether the omission is intentional or not, it makes
the description of cyberspace more consistent with the description of the traditional physical
domains.
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Figure 1.5
Notional lllustration of the
Interdependent IT Network

RAND MG1113-1.5

ity to disseminate information rapidly through large networks. The
Internet is the obvious, if not the only, example. The emergence and
growth of these networks constitute the birth and growth of cyber-
space itself: a man-made, sprawling domain that continually changes
and evolves over time and in space. Although its entirety is hard to
visualize, it is an actual physical maneuver space where information
can be attacked, defended, and exploited. As is the case with all com-
munication infrastructure, adversaries will fight to control it.

A number of trends have accelerated the transformation of cyber-
space into a new battlespace:

* the move toward digitized information (voice, video, and data)

* the miniaturization of computing and data-storage devices that
carry digitized information, coupled with low costs, that has fos-
tered an explosion of increasingly networked digital devices
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Figure 1.6
Cyberspace Today
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* the continued growth in wired and wireless networks and elec-
tronic systems, permitting access to systems that, until recently,
may have been offline

* the combined decrease in cost, increase in speed, and standardiza-
tion of interoperating electronic systems, which not only makes
these systems more accessible to anyone, but also increases the
potential for exploitation.

These and other trends enable any government or state to use
technologies that were once available only to developed countries with
large defense budgets, though it should be noted that these capabilities

simultaneously increase the exposure of those countries.® Additionally,

¢ Many relevant trends could be discussed in detail. For example, the increasingly popular
approach to social networking enables individuals to remain online and active at all times.
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individuals who were previously considered noncombatants can now
join the battle and wage silent, electronic war. Finally, as information
systems become more ubiquitous, the U.S. military’s reliance on them
increases apace. Today’s modern economic, political, and military sys-
tems depend more than ever on information and instructions that are
generated in cyberspace nodes and transmitted across a vast network.
Such reliance makes cyberspace a natural arena for conflict.

Cyber-Electromagnetic/Cyber-Electronic Operations

Joint Publication (JP 1-02) defined the electromagnetic spectrum as the
“range of frequencies of electromagnetic radiation from zero to infin-
ity” (U.S. Joint Chiefs of Staff, 2010b). U.S. Army Training and Doc-
trine Command (TRADOC) Pamphlet 525-7-8 uses the phrase “cyber-
electromagnetic contest” to highlight the overlap between cyberspace
and the electromagnetic spectrum (TRADOC, 2010a). In this mono-
graph, we refer to operations in cyberspace and the electromagnetic spec-
trum as cyber-electromagnetic operations (or cyber-electronic operations).

Purpose

This monograph argues the current doctrinal organization does not
take into account trends in the cyber world and, further, that it imposes
artificial boundaries that hamper the implementation of 10. Addition-
ally, the personnel functional area that supports IO is not well under-
stood and does not support effective IO implementation.

As a result, it argues that the Army’s approach to IO needs to be
redefined and reorganized and the personnel system tailored to support
the new structure. A better organizing principle would be to separate
psychological functions from technical ones. Such a division suggests
that computer network operations (CNO) be merged with electronic

Developments such as cloud computing provide access to unanticipated amounts of com-
puting power. More fundamental trends include the move from paper to digital media (for
storing and documenting information), the use of digital communication for military com-
mand and control, and the reliance on software applications to control hardware devices and
systems (i.e., digital control).
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warfare (EW) and that personnel areas be established to support it. It
also suggests that public affairs (PA) and military information support
operations (formerly psychological operations, or PSYOP) have been
artificially separated and need to be more explicitly integrated so that
these efforts can be coordinated more effectively.

Approach

Our approach was to first clarify the taxonomy of 10 by proposing
definitions for key terms. Next, we identified the practical boundar-
ies among types of 1O tasks and, given those practical boundaries,
assessed various organizational options. Finally, we reviewed how the
Army personnel system supports the execution of 10; this monograph
recommends some alternative personnel approaches. EW capabilities
and tests were combined with electromagnetic spectrum operations
(EMSO) capabilities and tasks to consider the overlap between the two
areas.

How This Monograph Is Organized

The remainder of this monograph is organized as follows. Chapter
Two provides background on two important concepts that are rele-
vant to IO: the information environment and information warfare. In
Chapter Three, we discuss the problem with the definition of 10
in current doctrine. Chapter Four proposes changes to the definition.
Chapter Five discusses EW, which is currently a functional area under
IO. Chapter Six considers how PA, MISO, and strategic communica-
tion relate to IO. Chapter Seven examines how EW, cyber operations,
and EMSO could be integrated. Chapter Eight proposes how PA and
MISO could be better integrated. Chapter Nine presents our conclu-
sions and recommendations.

The monograph includes six appendixes providing overviews of
current doctrine, assessments of common tasks and areas of overlap,
and a brief case study of IO organization in practice.



CHAPTER TWO

The Information Environment and Information
Warfare

Before discussing 1O in greater detail, it is first helpful to set the con-
cept in a larger context. IO take place in the information environment
and are a subset of information warfare (IW). This chapter further
describes the information environment as introduced in Chapter One.
It identifies its components and reviews past and proposed terms that
are relevant to understanding how the information environment can
and should be compartmentalized.

The Information Environment

The U.S. Department of Defense View of the Information
Environment

As noted in Chapter One, the official DoD lexicon (JP 1-02) identifies
information environment as the “aggregate of individuals, organizations,
and systems that collect, process, disseminate, or act on information”
(U.S. Joint Chiefs of Staff, 2010b). Joint doctrine (U.S. Joint Chiefs
of Staff, 2007) provides further details on its make-up: “There is an
electromagnetic spectrum portion of the information environment.”
Thus, wired and wireless mediums fit in this landscape as well.

U 1In joint doctrine, information environment refers to the electromagnetic environment

(EME). (See U.S. Joint Chiefs of Staff, 2007.)

1"
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Scholars, subject-matter experts, and DoD doctrine (U.S. Joint
Chiefs of Staff, 2006b) describe three dimensions of the information
environment: cognitive, informational, and physical dimensions. Wass
De Czege (2008) describes these dimensions as mission tasks.

It will be more important to pursue three ever-present, but prac-
tical, mission tasks. . . . One of these is to win the psychological
contest with real and potential adversaries. Another is the need to
keep the trust and confidence of home and allied publics while
gaining the confidence and support of local publics. The third
is winning the operational and strategic cognitive and technical
“Info Age Applications” contest with real or potential adversaries.

A recent U.S. Army TRADOC capstone document (Pamphlet

525-3-0, 2009) divides the information environment into two areas:

Because war remains fundamentally a contest of wills, prevail-
ing in future armed conflict will require Army forces to exert
a psychological and technical influence. Psychological influence
efforts employ combinations of cooperative, persuasive, and coer-
cive means to assist and support allies and partners, protect and
reassure populations, and isolate and defeat enemies. Exerting
technical influence entails protecting friendly information and
communications and disrupting the enemy’s ability to move and
manipulate information.

Components of the Information Environment

As shown in Figure 2.1, the ways in which DoD describes cyberspace
and social networks (e.g., Facebook) in JP 1-02 fit within broader
construct of the the information environment (U.S. Joint Chiefs of
Staff, 2010b). Although not shown, doctrinally defined areas, like EW,
CNO, MISO (formerly PSYOP), and EMSO, are also included. These
areas fit into the concepts of cyberspace, the information environment,
or both.2 With respect to IO, the presence of social networks in the

2 According to Elder (2010), “EW, CNO, PSYOP, and EMSO are best defined as opera-
tions with effects in the information environment; the activities themselves are actually con-
ducted in the cognitive (social), logical (cyber), or physical realms.”
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Figure 2.1
Cyberspace and Social Networks in the Information Environment

The information environment is increasingly digital and wireless.
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information environment and the environment’s overlap with cyber-
space are important developments. As noted by LTG Michael Vane,
“Army forces operate in and among human populations, facing hybrid
threats that are innovative, networked, and technologically-savvy”
(TRADOC, 2010a, p. i). Internet-assisted social networking is now a
part of the operational environment, as events in Moldova® and Iran*
(and even Pittsburgh)> have made clear. They are a growing venue for
developing influence.

3" Cell phones and text messaging are believed to have played a crucial role in fostering the
so-called Orange Revolution in the Ukraine. Twitter is credited with making these protests
widespread and successful (e.g., flash mobs). Ultimately, the protests forced a recount of the

general election. See Morozov (2009), Goldstein (2007), and Stack (2009).

4 During Iran’s so-called Twitter revolution, it was reported that well-developed Twitter
lists showed a constant stream of situational updates and links to photos and videos, all of
which painted a portrait of the developing turmoil. According to news reports, when the
Iranian regime started taking down these sources, the so-called e-dissidents shifted to email.
(See “Iran’s Twitter Revolution,” 2009.)

> During a recent G20 meeting, protesters in Pittsburgh leveraged Twitter. For example,
Elliot Madison, an activist in New York City, used Twitter to disseminate an order-to-
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Information Warfare

A Definition

Information warfare is not currently defined in joint or Army doctrine,
but it 7s a term found in past doctrine (mid-1990s; see AFDD 5, 1996,
and CJCSI 3201.01, 1996), in the militaries of other countries, and in
job descriptions in other U.S. services. For example, the Navy now has
an information warfare officer position, which it advertises as involving
“attacking, defending and exploiting networks to capitalize on vulner-
abilities in the information environment” (U.S. Navy, undated). For
our purposes, we define IW as follows:

Information warfare is conflict between two or more groups in the
information environment.°

Debate over the Term
Debate over the meaning and even significance of the term informa-
tion warfare extends back at least 15 years. As noted by Buchan (1996):

various organizations are defining it differently and emphasizing
different aspects of the problem. Although groping for an accept-
able definition appears to have absorbed an inordinate amount of
the defense community’s attention in recent months, ambiguities

disperse message from the Pittsburgh police during the protests. Reportedly, police raided
Madison’s hotel room, and, one week later, his home was raided by FBI agents. Police reports
claim that Madison and a co-defendant used computers and a radio scanner to track police
movements and then passed that information to protesters using cell phones and Twitter.
Madison is reportedly being charged with hindering apprehension or prosecution, criminal
use of a communication facility, and possession of instruments of crime (Democracy Now!
2009; Electronic Frontier Foundation, 2009; Goodman, 2009).

6 See Buchan (1996). Dan Kuehl at the National Defense University defines IW as “Mili-
tary offensive and defensive actions to control/exploit the environment” (various briefings);
U.S. Joint Chiefs of Staff (1995) notes that “I'W focuses on affecting an adversary’s informa-
tion environment while defending our own.” CJCSI 3210.01 (1996) defined information
warfare as follows: Actions taken to achieve information superiority by affecting adversary
information, information-based processes, information systems, and computer based net-
works while defending one’s own information, information-based processes, information
systems and computer-based networks.”
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still remain. The basic point of contention seems to be the scope
of information warfare: whether it is basically limited to:

[a] conducting or defending against electronic attacks on com-
puters and related information systems or

[b] whether it also includes the whole spectrum of possibilities for
using information effectively in warfare and denying enemies the
same capability.

Functional Areas That Compose Information Warfare
Many areas are integral to I'W, including EW, EMSO, CNO, and
military deception (MILDEC), as well as MISO (formerly PSYOP).”
Table 2.1 presents a more complete list. As we discuss later, opera-
tions security (OPSEC) can be made a part of mission command.
Some MILDEC can be considered EW (e.g., the use of expendables
and flares).® Today’s Army organization and doctrine treat many of the
functional areas as separately operated, compartmentalized capabili-
ties. We argue, however, that the past decade has brought about a dif-
ferent landscape that renders many of these functional areas, and the
aforementioned scopes, inseparable with regard to achieving desired,
coordinated effects.’

Figure 2.2 shows the taxonomy of the information environment,
IW, and IO. It is not intended to suggest that IO are the only types
of IW in the information environment. As Table 2.1 indicates, network
operations and EMSO, to name just two, also occur there. The purpose
of the figure is to illustrate the relationship among the three concepts.

7 DoD’s 2010 decision to re-label PSYOP as MISO was a move to more accurately reflect
the breadth of such operations and to distance the field from the implications that the name

PSYOP had gained over the years.

8 Aspects of EW include erroneous signals or information targeting machines, which may,
in turn, deceive decisionmaking authorities and systems operators (e.g., smart jamming
and expandable decoys are designed to create inaccurate operational pictures). Such effects
depend on both the quality of the technology and the expertise of the operators.

9 We recognize that other military functional areas have effects, by either “blowing things
up” or generating signals or messages in some other way; actions speak louder than words.
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Table 2.1
Doctrinally Defined Functional Areas

Functional Area

Army Field Manual

Selected Subareas,
Divisions, and Activities

Electronic warfare (EW) FM 3-36 (2009)

Computer network FM 3-13 (2003)

operations (CNO)

Network operations FM 6-02.71 (2009)

Electromagnetic FM 6-02.70 (2010)
spectrum operations
(EMSO)

Information operations FM 3-13 (2003)
(10)

FM 2-0 (2010),
FM 34-1

Signals intelligence
(SIGINT)

FM 3-05.30 (2005),
FM 3-13

Military information
support operations
(formerly PSYOP)
Public affairs FM 46-1 (1997)
operations

Knowledge FM 6-01.1

management

Electronic attack (EA), electronic
protect (EP), electronic warfare
support, spectrum management and
control

Computer network attack (CNA),
computer network exploit (CNE),
computer network defense (CND)
Information assurance (l1A)
Spectrum management, frequency
assignment

EW, CNO, PSYOP, MISO, OPSEC
Gathering intelligence by
intercepting signals

Influencing emotions, motives,

objective reasoning, and behavior

A focus on U.S. forces, populations,
coordinating with MISO but
remaining separate

Creating, organizing, applying, and
transferring knowledge

The Air Force still defines IW as consisting of three elements: influence

operations, EW, and CNO.

The Terms Cyber-Electronic and Cyber-Electromagnetic

As much as possible, we use the terms cyber-electronic (or cyber-
electromagnetic) and cyber-electronic operations, as opposed to simply
cyber or cyber operations. As Elder (2010) notes, this is a more useful
way to characterize the larger system of interrelated and connected
technologies.
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Figure 2.2
Information Operations and Information Warfare in the
Information Environment

Information environment

Information warfare

Information operations

MILDEC OPSEC

RAND MG1113-2.2

The Army’s cyberspace concept capability plan (TRADOC,
2010a) discusses cyber-electromagnetic operations for the same rea-
sons. Specifically, it refers to the “cyber-electromagnetic contest.”

Wass de Czege (2008) argues for the use of the term cyber-
electronics as well: “Cyber-electronics is a term I prefer over Cyberspace
to cover the science that bounds and defines modern communications,
including the Internet. Moreover, the character of modern operations
is so shaped by these sciences, and the enabling capabilities that stem
from them, that to not consider these a ‘dimension’ would be limiting.”
To an extent, the term cyber-electronic, or even cyber-electromagnetic,
shows deference to an older definition of cyberspace (Elder, 2010). The
older definition was included in the National Military Strategy for
Cyberspace Operations, published in 2006 and recently declassified
(U.S. Joint Chiefs of Staff, 2006b). That publication defines cyberspace
as “a domain characterized by the use of electronics and electromag-
netic spectrum to store, modify, and exchange data via networked sys-
tems and associated infrastructures.”






CHAPTER THREE
The Problem with Information Operations

How Information Operations Are Defined
Current joint doctrine defines 1O as

the integrated employment, during military operations, of
information-related capabilities in concert with other lines of
operation to influence, disrupt, corrupt, or usurp the decision-
making of adversaries and potential adversaries while protect-
ing our own. (Gates, 2011)

How Information Operations Are Organized in the Army

Figure 3.1 is an expanded version of Figure 2.2 in Chapter Two. It
depicts the doctrinal organization of IO in the Army today. As the
figure shows, doctrinal IO emphasizes the integration of five “core
capabilities” (though it also includes the integration of a number of
“supporting” and “related” capabilities). The shading divides these
five capability areas into two subcategories: those focused on content
and those that are technologically enabled. MISO (formerly PSYOP),
OPSEC, and MILDEC all focus on the content of a given message
or action.! 1O in these areas will succeed or fail depending on how
well the content of the message melds with its purpose. For example,

I Certain functions of EW can be considered MILDEC. This includes the use of expend-
ibles (e.g., flares) by vehicles (Hura, 2010). This should be (and likely is already) included in

EW doctrine and/or corresponding tactics, techniques, and procedures.
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Figure 3.1
Doctrinal Organization of 10

Electronic warfare (EW)

FM 3-13 (FM 100-6)

Computer network operations (CNO)

Information Operations:
Doctrine, Tactics,
Techniques, and

Psychological (warfare) operations (PSYOP) Procedures

NOVEMBER 2003

Military deception (MILDEC)

RESTRICTION: Approved for publi istribution is limited.

HEADQUARTERS, DEPARTMENT OF THE ARMY

Operational security (OPSEC)

RAND MG1113-3.1

MISO efforts succeed when the message has been well tailored to the
target audience, taking into account such issues as tribal associations,
religious beliefs, cultural traits and history, and political context. EW
and CNO, on the other hand, do not depend on the quality of the
message. Indeed, there is no “message,” per se, involved. These opera-
tions” success hinges on the technological quality of the equipment and
the technical skill of the operators. For example, the success of CNA
depends on how skillful the hackers are (e.g., whether they are good
programmers, whether they understand the important computer lan-
guages) and the quality of the technology that supports them.

Another way of thinking about the divisions in the current IO
organization is to consider them from the perspective of what they
target. EW and CNO target machines. MISO, OPSEC, and MILDEC
target people. Some MILDEC targets machines as part of EW (e.g.,
through the use of expendables or flares). Table 3.1 illustrates this divi-
sion. The shaded cells indicate the five doctrinal 10 areas.
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Table 3.1

Targets for 10

Area Primary Target
EW (ES, EP, EA) Machines
MISO People

PA People

CNO (CNE, CNA, CND) Machines
MILDEC People

OPSEC People and machines

Problems with the Current Definition

A great deal of confusion is associated with IO. This confusion has been
well documented by subject-matter experts, practitioners, and academ-
ics alike. Consider the following article titles and quotes already pub-
lished in reputable, relevant journals:

o Why Warfighters Don’t Understand Information Operations (sub-
title of an Army War College issue paper by Murphy, 2009).

* “There seems to be a lot of confusion in the Army as to the exact
nature of information operations” (Rohm, 2008).

* “IO is a horrible term—it is at once everything and nothing. It
can mean almost anything you want it to and is often used to
mean very different things” (Beebe, 2009).

e “Army IO Is PSYOP: Influencing More with Less” (title of a Mili-
tary Review article by Boyd, 2007).

Confusion stems from many sources: genuine ambiguity in the
lexicon, both willful and unintentional misuse of the term, and both
genuine misunderstanding and genuine disagreement about what 10
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is and what it ought to be.? Because there are genuine disputes regard-
ing both the terminology and concepts of 10, resolution cannot be
achieved with simple clarification. There are decisions to be made.

The current definition does little to clear up the confusion, due to
its ambiguities, the fact that soldiers imagine it to (or want it to) mean
something else, and the reality that 1O as actually practiced deviates
from that definition (Paul, 2008). A further discussion of the history
and evolution of IO doctrine is presented in Appendix B.

Misunderstandings and Disagreements

According to Beebe (2009), who refers to the definition of IO that
was in effect at the time of this research and prior to the January 2011
memorandum issued by Secretary of Defense Robert Gates,

In the U.S., our IO doctrine is spelled out in JP 3-13: Informa-
tion operations are “the integrated employment of electronic war-
fare (EW), computer network operations (CNO), psychological
operations (PSYOP), military deception (MILDEC), and opera-
tions security (OPSEC), in concert with specified supporting and
related capabilities, to influence, disrupt, corrupt or usurp adver-
sarial human and automated decision making while protecting

2 As Professor Dennis Murphy of the U.S. Army War College notes in his 2009 issue paper
(p. 1), “A review of current military and U.S. government information-related lexicon and
definitions points out a very obvious flaw: this stuff is confusing . . . and in some cases, self-
defeating.” Similar concerns about the information lexicon have been raised by Paul (2008,

2009a, 2009b).

See Boyd (2007, p. 69) for a discussion of intentional misuse. See Rohm (2008) for discus-
sion of both intentional and unintentional misuse. See Dominique (2010) and Greenmyer
(2010) for discussions of unintentional misuse. The misuses most commonly cited are (1) a
preference for referring to PSYOP as 10, because of either a misunderstanding or an inten-
tional desire to avoid saying PSYOP, which has pejorative connotations, or (2) referring to
IO as though it is a capability and produces products rather than an integrating function.

On the third point, Allen (2007, p. 17) notes that “a lot of the misunderstandings about
IO occur simply because folks are used to one aspect of 10, especially if they came from a
community that had its own cultural approach.” Similarly, there are genuine disagreements
about what IO should be and where it should go. Consider, for example, the 2009 draft revi-
sion of FM 3-13, Information, which was delayed and ultimately rejected due to disagree-
ment over its content (Gould, 2009).
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our own. Unfortunately, few people outside the IO community
understand the definition—and even fewer (including many in
the IO community) understand how these diverse disciplines are
theoretically combined into an effective IO plan. At the service
level, each branch understands the term differently—with more
or less emphasis based on the individual service competency or
viewpoint. For example, most soldiers think of IO as influence
operations, and PSYOP is predominant. For the Air Force, it’s
mostly about CNO. . . . Primarily, when people use the term
“information operations” to describe the adversaries’ actions in
the battlespace, they mean propaganda. They are talking about
influence operations—not the integrated employment of EW,

CNO, PSYOP, MILDEC and OPSEC.

Problems with the Current Organization

One problem with the current structure is that it creates a tendency to
view 1O through the lens of individual functional areas. Current doc-
trine emphasizes EW, CNO, MISO (formerly PSYOP), MILDEC, and
OPSEC.? This emphasis inclines a reader toward conflating these vari-
ous capabilities, and paying less attention to the possible integration of
supporting or related capabilities or to value that might be added by
capabilities outside of those listed.

A second, much more fundamental problem, as has been argued
elsewhere, is that the current assemblage of core capabilities in IO
(MISO, CNO, EW, MILDEC, OPSEC) conflates the “apples” of con-
tent and the “apple carts” of systems (Paul, 2008). Capabilities that
generate content differ fundamentally from capabilities that affect sys-
tems. While there is an important interrelationship between systems
and content (as the apples/apple-carts metaphor suggests, an empty
apple cart is pretty useless, and it is hard to deliver a bunch of apples
without something like a cart), they are of a wholly different character,
follow different processes, and require different training and expertise.

3 CNO and cyber operations are synonymous terms and areas. In this monograph, CNO
also refers to what many call cyber operations.
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A third problem is that there is no MILDEC or OPSEC officer or
noncommissioned officer specialty (it is a function), and deception is
coordinated at many levels and across staff elements (i.e., all deception
operations require broad input to be effective). This problem worsens
at the lower echelons, where there are fewer and fewer dedicated IO
soldiers and assets and less training, even though this is where much of
IO is actually conducted (particularly in current operations).

A fourth problem is that IO planning, integration, and capabil-
ity are different at different echelons. There are almost no integrators
(if fire support officers are not included) at the battalion-and-lower
echelons, even though these echelons will likely receive tactical MISO
teams and civil affairs teams or other assets. All have to be coordinated
as part of an integrated operations plan.

Table 2.1 in Chapter Two showed areas that are integral to infor-
mation warfare. The Army’s current organization and doctrine treat
many of the functional areas as separately operated, compartmental-
ized capabilities. Whether such treatment was ever effective, it is not
relevant today. We argue that the past decade has changed the land-
scape in such a way that renders many of these functional areas insepa-
rable from one another with regard to achieving desired, coordinated
effects. (See Appendix E for a discussion of the 1/25 Stryker Brigade
Combat Team [SBCT], specifically.) Thus, any organizational scheme
that does not recognize these interdependencies is flawed.

The Army has taken the first steps toward recognizing these inter-
dependencies in its efforts to develop doctrine for cyber operations. This
emerging doctrine acknowledges the convergence of mediums that is
affecting the landscape. According to TRADOC Pamphlet 525-7-8
(2010a), the operational environment has been transformed by the
“technologic convergence” of wired and wireless networks in gen-
eral and computer and telecommunication networks in particular.
TRADOC (2010a) asserts that this “technologic convergence of com-
puter and telecommunication networks” is dramatically changing the
operational environment and blurring the lines between the doctrinal
areas of I1O.

A direct implication of these convergence trends is that EA and
CNA will soon operate on the same (merged) playing field, Similarly,
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EP and CND will operate on the same playing field, as will ES and
CNE. In short, EW (EA, EP, and ES) and CNO (CNA, CND,
and CNE) are becoming increasingly comingled and could potentially
share the same people, process, and technologies.* This convergence
argues for new definitions, organizational boundaries, personnel spe-
cialties, and training.’

Lack of Common Vision for Information Operations

Several different visions of IO currently compete for acceptance,
including some implied by the joint definition. Here, we characterize
these visions and consider their merits. A future vision of IO will likely
include elements from one or more of these views.

Vision 1: Base Case

Analyses of alternatives always consider the base case against which
alternatives are to be compared. A caricature of the vision implied
by the current joint definition is that IO is a poorly understood and
vaguely bounded integrating function that coordinates disparate capa-
bilities in pursuit of ambiguous objectives (see HQDA, 2003, and U.S.
Joint Chiefs of Staff, 2007). It is flawed because it is an enumeration of
a collection of capabilities.¢ It is not a compelling vision, and it makes
clear the need for greater clarity.

4 According to Elder (2010), “Although cyber and EW can achieve similar effects, the skills
to conduct these activities are very different.” Consolidation is always attractive because it
suggests efficiency; however, improper consolidation can lead to loss of experience in critical
capabilities (as occurred with EW in recent years).

> Emphasis must remain on coordinating with content, however, just as physical destruc-
tion should not be separated from its message. If a picture is worth a thousand words, then a

JDAM is worth 10,000.

6 The revised definition (Gates, 2011) mitigates this issue.
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Vision 2: Information Operations as a Coordinating and Integrating
Function

A better vision is one that makes the case for the capabilities that need
to be integrated without resorting to a simple enumeration of key capa-
bilities. A better vision projects” IO as a function to support the coor-
dination and integration of various capabilities in pursuit of a range
of information objectives (see HQDA, 2003, and U.S. Joint Chiefs of
Staff, 2007). For this reason, some contemporary proponents want to
do away with specific lists of capabilities (Murphy, 2009; Williams and
Romanych, 2009) but retain a vision of 10 as the practice of decon-
flicting and synergizing different capabilities to achieve effects that are
greater than the sum of their parts. The revised joint definition (Gates,
2011) does exactly that.

Vision 3: Information Operations as Command-and-Control Warfare
IO grew out of command-and-control warfare (C2W) in the late 1990s,
and some segment of the Army retains that initial vision. This was the
result of a focus on commanders and their decision cycles. A 1997 ver-
sion of FM 34-37, titled Strategic, Departmental, and Operational IEW
Operations, defines 1O as

continuous military operations within the military information
environment that enable, enhance, and protect the friendly force’s
ability to collect process and act on information to achieve and
advantage across range full range of military operations. Informa-
tion operations include interacting with the global information
environment and exploiting or denying an adversary’s informa-

tion and decision capabilities. (HQDA, 1997a, Chapter 3)

IO as C2W is a narrow conception, focusing IO exclusively on
affecting adversary information and information systems—based deci-
sionmaking while protecting U.S. assets. IO seeks synergies between a
tight set of capabilities for a focused set of objectives. This vision can
be caricaturized as “whoever can keep their OODA [observe, orient,
decide, act] loop spinning faster, wins” (Coran, 2004).

7 In current doctrine (FM 3-13 and JP 3-13.1).
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Vision 4: Information Operations as Influence Operations

Under this vision, IO are military efforts to influence foreign popu-
lations or adversaries. This view seems to be the general consensus,
anyway, given the way in which IO are discussed in Congress and
by senior leaders.® Surely some of this view stems from the role such
operations have played in Afghanistan and Iraq, focusing mostly on
persuasion and influence through the MISO capability (only one of the
traditional five pillars of doctrinal 10). Nonetheless, there is a growing
body of thought that views influence as conceptually and operationally
distinct from the more technical elements of traditional IO (notably

EW and CNO) and asserts that the two should be divided.?

Vision 5: Information Operations as Advocacy

Because information and influence effects lie outside the bounds of
traditional military training and thinking, one could argue that infor-
mation needs an advocate or proponent as part of the commander’s
staff.! The information proponent would be available to predict the
possible information effect of actions under consideration, remind
the commander (and planners) to consider the cognitive implications of
their planned actions, ensure awareness of various information-related
capabilities and how they could contribute to operations, and serve as
a source of advice regarding things informational.’ Under this vision,

that would be the role of IO.

8 See Boyd (2007, p. 69) and Rohm (2008) for examples of senior leaders using 10 to
denote influence. See Ambinder (2010) and Gertz (2009) for examples of congressional pre-
sumption that IO is just influence.

9 See, for example, the new “information tasks” in HQDA (2010b) or the apples/apple-
carts argument in Paul (2008).

10 Most brigade staffs (but not battalion or lower) have an 10 officer. Each senior staff officer
is a principal adviser to the brigade commander. Whether the brigade commander decides to
utilize IO and the advice of this officer is another matter. For example, the 3/2 SBCT down-
played IO, while the 1/25, discussed in Appendix E, elevated 10.

1 Elder (2010) states, “Recognizing that adversaries and allies alike conduct their decision
calculus based on their info and perceptions, as a minimum, it is important to ensure the
information used in the calculus is accurate, and not biased against the US and our allies.”
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Vision 6: Information Operations as Everything

Another vision holds that, since everything generates information or
affects the information environment in some way, everything is 1O.
We mention this position as a cautionary inclusion, or a risk: If
IO is everything, then in practice, IO becomes nothing (Paschall,
2005; Armistead, 2004). If the concept that “IO is C2W” is derided as
too narrow a vision for 10, then this is the polar opposite.

The visions described here cover a wide spectrum, from an inte-
grating capability to a form of C2W to an area of emphasis for an
advocate. This is not to say that any of the visions is necessarily wrong.
Indeed, elements of several correctly characterize some aspect of I1O.
The problem is that none captures all the essential elements of 10. Fur-
thermore, the fact that these visions differ so much illustrates that IO
means different things to different people. Thus, it is unsurprising that
implementation is uneven or contradictory at the operational level. The
competing visions are also an argument for defining IO more clearly
and developing a more rational organizational approach.

Visions 3 and 6 are shared today in many quarters and represent
problems that exist with IO today. However, we believe that visions 4
and 5 are better and recommend moving toward a shared vision that
incorporates aspects of both 4 and 5.

Information Operations as a Moving Target

Further complicating the situation is that the need for change in 10
is recognized, and progress is under way as of this writing in both the
joint community and the Army toward improving definitions, revising
doctrine, clarifying concepts, and adjusting organizations. The 2011
memo “Strategic Communication and Information Operations in the
DoD” by Secretary Gates, which formalized a new joint definition for
information operations, is an example of progress in this area. We have
endeavored to stay abreast of such movement, but other changes and
advances have taken or are taking place at the time of publication.
Undoubtedly, some important decisions will have been made, other
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important progress will have been occurred, and some of the recom-
mendations presented here will have been overtaken by events.

However, challenges will remain. Debate within and surrounding
the IO community runs hot and fierce, misunderstandings persist, and
progress is often delayed by disagreements (such as the 2009 attempt to
revise to FM 3-13, described in Appendix B). The information environ-
ment continues to evolve, adding new challenges.






CHAPTER FOUR

Redefining and Reorganizing Information
Operations

This chapter attempts to construct a more coherent vision of IO that
captures its essential functions. The chapter is organized as follows.
First, we pose three key questions that need to be addressed to better
define 10O. Lengthy discussions follow that provide a range of possible
answers for each question considered. At the end of the chapter, we
propose a new definition of I1O.

Key Questions and Answers to Guide a Redefinition of
Information Operations

Our approach to defining IO was to pose three questions, the answers
to which would help develop a coherent vision for 10:

1. Is the role of IO integration, advocacy, or a capability in its own
right?

2. What is being integrated, advocated, or executed?

3. To what end?!

In the following sections, we offer possible answers, review vari-
ous positions and views supporting some of those answers, and discuss
the implications of the different answers. Table 4.1 summarizes the
questions, options, our answers, and reasons.

1" As noted by Elder (2010), “If the third question is asked first, its answer will inform the
other two.”

31



Table 4.1

Three Questions and Answers Toward a Vision of 10

Question

1. What Is the Role of 10?

2. What Is Being Integrated,
Advocated, or Executed?

3. To What End?

Options

Integration, advisory, or a capability
in its own right?

Five core and host related and
supporting capabilities
Unspecified broad activities
Everything that is said and done
Just information content

Just information systems
(information technology and
electronics)

“Information superiority”
Information engagement
Q2w

Information protection

OPSEC

MILDEC

Inform and influence activities
Cyber-electronic activities

Answer

The role is mostly about integrating
certain capabilities and advising
the commander about them. An

10 officer who has been previously
trained and is proficient in one of
the areas (e.g., MISO) could indeed
provide that capability, but that
capability has its own name and
doctrine.

There is no right or wrong answer

as long as the scope is manageable.

We choose to focus in information
content (messages).

There is no right or wrong answer.
Historically, 10 has origins in all of
these options. Scope must be limited,
however. We choose inform and
influence activities.

Rationale

Historically, 10 officers have not
had the training and subsequent
proficiency to carry out the
individual capabilities.

In OIF and OEF, commanders seek
10 to inform and influence
audiences. There are other
functions that can cover the other
areas like C2W.

In OIF and OEF, commanders seek 10
to inform and influence audiences.
There are other functions that can
cover the other areas like C2W.

NOTE: OEF = Operation Enduring Freedom. OIF = Operation Iragi Freedom.
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Discussion on the Role of 10

The first question is whether the role of IO is intended to be integra-
tion, advocacy, and/or a capability in its own right. The phrase “inte-
grated employment of” at the beginning of the joint definition that was
in place at the time of this research and prior to the 2011 Gates memo,
the discussion of organizing an IO cell in the doctrine, and the train-
ing received by professional IO officers (Functional Area 30) have all
led to 1O being seen and practiced as an integrating function. As one
IO officer put it, “We're like BASF. We don’t make 10; we make 10

better.”? As another IO officer reminds us,

The IO product is not a handbill or a news release but rather a
synchronization matrix or a tool that ensures that the informa-
tion capabilities or various elements related to 1O are synchro-
nized to achieve the commander’s desired effects. (Dominique,
2010)

Confusion over the Terms Operation and Integration

While IO as defined in doctrine today is about integration, this point is
often misunderstood. This is, in part, because IO is a misnomer and as
a result, commanders expect that their IO officer is going to do some-
thing operational. But, they are not trained to do so.

An Analogy. A simple analogy illustrates the nature of the prob-
lem. Consider the fire support cell. Commanders know that they can
take their intent or desired effects to the fire support cell and the fire
support coordinator will identify the best assets to direct the needed
fires against the appropriate targets. No commander imagines that the
fire support coordinator is going to get in a Humvee, ride out to an
artillery formation, and personally lay a gun. It is understood that the
fire support coordinator is a coordinator and integrator, not a trigger-
puller or operator. Why then, would anyone expect the officer in charge
of integrating 10 capabilities to produce leaflets (a MISO function) or
generate a press release (a PA function)? But that is exactly what hap-
pens in the field today.

2 Anonymous interview with the authors.
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The Need for Advocacy

Another possible answer (or part of an answer) is for 1O to advocate for
information and cognitive effects. Currently, FA30s are trained inte-
grators; they are not required to have a particular level of mastery in
any of the five core IO capabilities. Even if they have a background in
one of those capabilities, that is usually all: one of those capabilities.
While, currently, IO officers cannot execute any of the capabilities they
integrate, they do know that all of the capabilities can be important,
they have some knowledge about each, and they know how to look for
synergies among those capabilities and with the broader capabilities of
the joint force.

On Generating Effects. Because (as discussed in greater detail
later) Army officers are trained in combined arms operations but are
not currently well versed in the nuances of generating effects in the
information, cognitive, or cyber domains, there is a gap in thinking
about these effects.3 Until information effects are inculcated in the cul-
ture and thinking of the officer corps, the argument goes, the Army
needs specialist information advocates who are trained to think about
these effects and whose sole job is to ensure that other elements of the
staff have both a reminder to consider these effects and a conduit for
access to needed expertise.

10 as a Distinct Capability. As a final consideration to this first
question, given the general tendency to want to operationalize 10, why
not just do so? Cut out the middleman or specialist integrator, combine
the personnel who comprise or generate the capabilities needed in an IO
cell; have the cell chief report to the G-3, the chief of staff, or directly
to the commander; and then have that cell chief go back and generate
information effects. Many commanders may not feel that they want or

3 According to Elder (2010), “Army officers are trained to understand ‘DIME on PMESIT’
but might benefit from opportunities to apply capabilities to influence the social and infor-
mational aspects of PMESIL.” DIME refers to diplomatic, informational, military, and eco-
nomic. PMESII refers to political, military, economic, social, information, and infrastructure.

4 As Elder (2010) notes, “There is a great need to improve integration of IO capabilities
at the operational level; however, at the tactical (or functional level), (to use an analogy) it
will be better to let the carpenters build the house and cabinet maker build cabinets, even
though they use similar tools.” Physical IO assets are assigned to the functional level (e.g.,



Redefining and Reorganizing Information Operations 35

need an integrator for their information effects but that they do want
or need more capability to generate information products.

What Is Being Integrated, Advocated, or Executed?

A second key question: What should be under the IO umbrella and the
relationship implied between IO and those capabilities?

Key Capabilities Need to Be Included

The authors of this monograph have various backgrounds. All consider
themselves well steeped in IO. Some are engineers and have been work-
ing on cyber operations, EW, EMSO, and other spectrum-related topics
for years (the “technical guys”). Others include sociologists who have
spent years working on topics related to influence, shaping, MISO, and
strategic communication (the “content guys”). While both groups have
considerable expertise in their areas with regard to 10, they regularly
learn things from each other. What this means is that the challenge
facing an individual who is supposed to master both content and sys-
tems, whether as integrator, advocate, or executor, is formidable.

The division between the message (content) and the medium
(information technology and electronics) is well captured in the two
information tasks specified in the 2010 draft rewrite of FM 3-0:
inform and influence activities and cyber-electromagnetic activities.’
We address these tasks in greater detail later.

Note, however, that while the information tasks establish a clear
division between influence and cyber-electromagnetic activities, both

tactical MISO, civil affairs teams, combat camera, mobile public affairs detachments). Most
importantly, the average soldier, in contact with the population or the adversary, is a very
important element of the IO campaign and must understand the information elements of
his or her actions—not just themes and messages, although those are important as well).
A significant amount of influence is carried out at the tactical level.

> Elder (2010) notes, “Cyber-electromagnetic activities as a descriptor is a good way to com-
bine logical and physical aspects of IO and differentiate technical from cognitive (inform/
influence); however, this is not one technical skill set: engineering (hardware) competencies
are very different from computer science competencies.”
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are still information tasks. Should IO include just one, or both? If just
one, which? And what happens to the other?

Avoid Long Lists of Capabilities to Define 10

Since the 2003 IO Roadmap, 10O has doctrinally had five core capabili-
ties (PSYOP, EW, CNO, MILDEC, and OPSEC) and a varying cast
of supporting and related capabilities, including, significantly, civil-
military operations, PA, military support to public diplomacy, combat
camera, and physical destruction. Current discussions of this subject
avoid listing specific capabilities (e.g., Murphy, 2009; Williams and
Romanych, 2009; Kuehl, 2009; Emery, 2008), ), as does the new joint
definition for IO, presented at the beginning of Chapter Three (Gates,
2011) and the latest proposed revisions of FM 3-13 seen by the authors.

Advantage and Disadvantages of Listing Capabilities. Listing
specific capabilities has benefits and drawbacks. The benefit of listing
specific capabilities is that it makes clear who is in the tent, who is out,
and exactly which capabilities must be integrated, advocated, or exe-
cuted as part of [O—at least in principle. In current practice, the inte-
grative relationships and lines of authority to the “related” and “sup-
porting” capabilities have never been completely clear.

The downside to listing specific capabilities is it excuses all other
functions and capabilities from being concerned with IO and provides
a rationale to ignore an insistent IO officer: “I'm not one of your capa-
bilities, so leave me alone!” Capabilities not specified (or not specified
as core) may in fact be very important to particular information opera-
tions. In the inform-influence-persuade mission set, for example, one of
the most important lessons learned in recent operations is the commu-
nicative value of actions, including both maneuvers and fires (Helmus,
Paul, and Glenn, 2007). If 1O is to include the inform-influence-
persuade mission (open for discussion in the next section), then it
should not be limited to just PA, MISO, and CMO; it needs to include
at least an integrative relationship with all capabilities that communi-
cate or influence. Trying to list all of those capabilities explicitly might
well be a fool’s errand. Indeed, the revised joint definition of IO (Gates,
2011) refers simply to “other lines of operation.”



Redefining and Reorganizing Information Operations 37

The Army War College’s Professor Dennis Murphy argues that
the current definition of IO can be much improved and focused by
removing the reference to specific capabilities, leaving it open to any
capabilities:

By explicitly excluding a laundry list of capabilities, the definition
is no longer self-limiting since the tools available are now con-
strained only by the imagination of the commander and his staff.
While it may not be about everything you do, it certainly can be
about anything you can do to achieve the desired information
effects in support of the military operation, to include physical
attack, i.e. actions. (Murphy, 2009)

Moving in the same direction as those who argue against speci-
tying capabilities but taking it even further are those who assert that
everything is an information operation.

Arguments Can Be Made That 10 Is Everything

To an extent, every operation is an Information Operation. Every
patrol, every battle, every discussion is a chance to persuade the
population to support the government. (Cummings and Cum-
mings, 2009)

While this view risks taking things too far (remember, if 1O is every-
thing, IO is nothing), it contains an important truism: All actions and
utterances of the joint force can send messages or signal allies, adversar-
ies, or populations. While it may not be meaningful to call everything
the joint force does an information operation, all of these capabilities
can be integrated for both traditional combined arms effects and infor-
mation/cognitive effects, and an information advocate could help rele-
vant staffs remember that all activities have information consequences.
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Discussion of Possible Ends to Be Sought

Now we turn to the third question: To what end? We are not the first to
address this question. While the very first version of JP 3-13, Informa-
tion Operations, listed five 10 effects (destroy, degrade, deny, disrupt,
and delay), between its publication in 1998 and 2004, joint and ser-
vice doctrine and IO concept papers listed a total of 44 effects that IO
should produce (Allen, 2007). These effects are listed in alphabetical
order in Table 4.2. Note that most of these so-called effects are actu-
ally tasks (for instance, destroy is a tactical task to physically render an
enemy force ineffective, but destroy would be an effect). Most of these
terms can also be used to refer to influence.

Table 4.2

Sample 10 Desired Effects Compiled from Various Sources

Access Diminish Mislead
Cascading network failure Dislocate Negate
Control Disrupt Neutralize
Coordination failure Distract Operational failure
Create information vacuum |Divert Paralysis
Decapitate Exploit Penetrate
Deceive Expose Prevent
Decision paralysis Halt Protect
Defeat Harass Read
Degrade Influence Safeguard
Delay Inform Shape
Deny Interrupt Shock
Destroy Lose confidence in information |Stimulate
Desynchronize Lose confidence in network Stop
Deter Manipulate

SOURCE: Allen, 2007, p. 38.
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The List of Relevant Capabilities Remains Too Long to Be Useful

The long list of desired effects in Table 4.2 is a tall order for IO. We do
not propose that this collection be used as a shopping list. It illustrates
the wide range of effects that could be desired of 10O.

The set of tasks out of which IO grew (the aforementioned five Ds,
destroy, degrade, deny, disrupt, and delay) came directly from the con-
cept’s genesis in C2W. This is a narrow conception of 1O, focused on
affecting adversary decisionmaking and protecting friendly decision-
making. Should IO on/y be about C2W? Should the concept emphasize
some other narrowly defined set of tasks to the exclusion of a broader
set of goals?

Pros and Cons of a Narrow Set of Ends
There are advantages to a narrow set of ends. It makes it easier to “stay
in your lane” and makes it more straightforward to leave capabilities
in their traditional functional organizations and staffing relationships,
calling on them only when needed for the narrow set of objectives.

There are potential problems with a narrow set of objectives, too.
With a broad name like “information operations,” there will be an
expectation that a wide range of ends can be pursued with those opera-
tions. Further, if IO have only a narrow set of ends, when the joint force
needs to pursue other information-related ends to achieve operational
or strategic objectives, IO may not be prepared to integrate, advocate,
or execute as required.

Although Table 4.2 lists 44 alternatives for desired 1O effects,
contemporary discourse on the subject aggregates these effects into a
smaller number of sets of possible ends.

Information Tasks as Potential Ends

FM 3-0 contains “information tasks.” The 2008 revision contained
five information tasks: information engagement, C2W, information
protection, operations security, and MILDEC (HQDA, 2008a).6 The
2010 draft revision of FM 3-0 contains only two information tasks:
conduct inform and influence activities, and conduct cyber/EM activi-

6 Tasks are conducted to achieve ends.
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ties. These two sets of information tasks imply very different sets of
ends and very different ways of talking about them. Although there are
five information tasks in the 2008 revision, they collectively imply a
much narrower set of objectives.

Neither set of information tasks is particularly specific about the
ends that those tasks can be used to pursue. The canceled draft of FM
3-13 is much clearer about ends, specifying three challenges that com-
manders will face in full-spectrum operations:

one, to maintain the trust and confidence of home and allied
publics while gaining the confidence and support of local publics
and actors; two, to win the psychological contest of wills with
adversaries or potential adversaries; and three, to win the contest
for use of information technology and the electromagnetic spec-
trum. (Whisenhunt, 2009, p. 29)

Influence as an End

In contemporary operations, as one Army officer put it, “IO is PSYOP”
(Boyd, 2007). For many, IO is (and should be) fundamentally about
influence, at the expense of other possible ends. Recent thinking on IO
in the Australian army “views retention of the term ‘information oper-
ations’ as non-critical; however, retention of the underlying concept
of ‘influence’ is seen as paramount” (Nicholas, 2008, p. 39). A 2009
Military Review article rejects concerns that IO should support tech-
nical capabilities, suggesting that experts in the Army’s Network and
Space Operations and Forces Development Signal Corps can provide
far better support and that removing technical concerns would “better
allow IO to concentrate on influence operations” (Richter, 2009,

p. 110).

Command-and-Control Warfare

One possible end is C2W. C2W is exclusively focused on adversaries
and on U.S. forces. Because of its roots in C2W, IO doctrine retains
significant residual focus on adversaries to the exclusion of other pos-
sible targets.
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A Proposed Definition of Information Operations

Table 4.1 summarizes our answers to the questions motivating this
chapter. In this section, we propose a definition of IO based on the
answers to the questions enumerated in Table 4.1.

Proposed Definition

Our proposed definition is predicated on the acceptance of many of the
arguments and recommendations advanced in this monograph. Should
one reach different conclusions or prefer different visions or courses
of action, this definition would not suit. Specifically, this definition
embraces the separation of the technical from the psychological and
proposes to apply the term information operations solely to the latter.
Our suggested definition is as follows:

Information operations are efforts to inform, influence, or persuade
selected audiences through actions, utterances, signals, and messages.

This definition and the associated vision have several notable char-
acteristics. First, this definition separates the “apples” of information
content from the “apple carts” of information systems and retains the
term information operations to refer to the former, exclusively. Under this
definition, IO includes only efforts to inform, influence, or persuade.
“Technical” information capabilities and objectives (such as EW and
CNO) are divorced from IO (and are discussed later in this monograph).

Second, this definition implies that IO is an integrating func-
tion, but one that integrates not just across the capabilities that gener-
ate messages and images (MISO, PA, combat camera), and not just
across the doers of good deeds (civil-military operations), but across a//
actions, utterances, signals, and messages. This is explicit recognition
that all actions communicate and that the possible signals generated by
friendly force actions (including maneuver and fires) must be consid-
ered, planned for, and coordinated to realize maximum effectiveness
in influence.

Third, this definition includes advocacy. It is not enough to define
IO in this way, charge an 1O officer with integrating all these capabili-
ties, and let things run their course. IO becomes the responsibility of
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the commander, who must specify desired cognitive end states. The IO
officer must have a position on the staff that allows direct access to the
commander and the opportunity to advocate for the consideration of
influence effects in operations and relevant staff sections.

110 and ITO: Compartmentalizing the Definition

It is not necessary to redefine IO per se. The definition can be broken
up into two groupings of functional areas. The first grouping is for
those functional areas that have to do with informing, influencing, and
persuading target audiences. These include the content-focused func-
tional areas shown in Figure 3.1. The second grouping contains the rest
(e.g., the technology-focused areas in Figure 3.1).

The first group is named inform and influence operations (I10),
and we can simply define I1O as we did earlier: efforss to inform, influ-
ence, or persuade selected audiences through actions, utterances, signals,
and messages. Alternately, we refer to the functional areas in this group-
ing as areas contributing to effects within the psychological realm.

The second group is named information technical operations
(ITO) and includes the technically focused functional areas labeled as
such in Figure 3.1 in Chapter Three. Alternately, we refer to the func-
tional areas in this grouping as areas within the technical realm. This
is shown more clearly in Table 4.3.

Table 4.3

Compartmentalizing the Definition into Two Groupings or Realms
Category Psychological Realm Technical Realm
Functional areas, MISO, public affairs (PA), Electronic attack (EA), electronic
subareas, defined aspects of MILDEC protect (EP), electronic support
in existing (ES), computer network attack
doctrine (CNA), computer network exploit

(CNE), signals intelligence,
electromagnetic spectrum
operations (EMSO), information
assurance, operating and
maintaining networks (network
operations), aspects of MILDEC

Target People Machines

Alternate name Inform and influence Information technical operations
operations (110) (ITO)




CHAPTER FIVE

How Electronic Warfare Overlaps with Other
Areas

Our proposed definition concerns one of the problems identified in
how 10O is characterized today. The next issue is how 1O should be
organized. This chapter takes up the issue of EW and how it overlaps
with other key areas, including EMSO, SIGINT, and cyber operations.

Analysis of Electronic Warfare and Electromagnetic
Spectrum Operations

We analyzed a number of EW and EMSO tasks and assessed their
commonalities and overlap. Specifically, we assessed the degree of over-
lap in these tasks by comparing a list of EMSO tasks to a list of EW
tasks. The Electronic Warfare Capability-Based Assessment (EW CBA),
issued by the TRADOC Analysis Center, provided a list of EW tasks
(TRAC, 2009). The Signal Center at Fort Gordon is currently con-
ducting a CBA of EMSO. From this effort, we obtained a list of EMSO
tasks (U.S. Army Signal Center, 2010).

The EW CBA characterized the basic EW capabilities, tasks, con-
ditions, and standards necessary to support Army warfighting func-
tions in the 2015-2024 time frame. The CBA produced 29 tasks: seven
related to EA, six to EP, three to ES, and 13 to EW integration (EW1I).
A complete list appears in Appendix D.

The ongoing EMSO CBA produced 15 EMSO tasks. The com-
plete list of the EMSO tasks also appears in Appendix D. We binned
each of the 15 EMSO tasks into one of the four components of EMSO:
spectrum management, frequency assignment, host-nation coordina-

43
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tion, and policy implementation. Eleven of the 15 EMSO tasks were
related to spectrum management. Three tasks were related to frequency
assignment, and one to host-nation coordination. Of the EMSO
tasks produced by the EMSO CBA, no EMSO task related to policy
implementation.

We compared these two lists, asking the questions, “Is this EMSO
task involved in accomplishing this EW task?” and “Is this EW task
involved in accomplishing this EMSO task?” An afirmative answer to
either question indicated that the two tasks overlapped.

Overall, we identified a total of 435 possible overlaps between
15 EMSO tasks and 29 EW tasks. Further analysis revealed 106 over-
laps (24 percent). A more focused analysis between each EW compo-
nent and EMSO task revealed that some EW tasks shared more overlap
with EMSO tasks than others did (see Table 5.1).

The top three EMSO tasks that overlapped with the greatest

number of EW tasks were as follows:

* Monitor and use spectrum common operating picture (COP)
information in support of full-spectrum operations.

* Utilize host-nation comments in the spectrum nomination and
assignment process.

* Provide EME information in either a networked or stand-alone
mode (build EME COP).

The top three EW tasks that overlapped with the greatest number
of EMSO tasks were as follows:

* Protect friendly personnel, equipment, systems, information and
facilities from adverse EW effects.

* Protect the use of the electromagnetic spectrum (EMS), including
spectrum management and radio frequency (RF) deconfliction.

* Coordinate and modify emission-control measures.

As the list of EW tasks shows, EP, electronic support (ES), and
EWTI are important EW tasks that support and enable EA tasks.
Similarly, EMSO also supports and enables EA tasks. Furthermore,
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Table 5.1

Overlapping EW and EMSO Tasks

Task Overlap Number Percentage
EP/EMSO 50/90 56
ES/EMSO 5/45 11
EW/EMSO 51/159 26

FM 3-36, titled Electronic Warfare in Operations (HQDA, 2009),
asserts that spectrum management is a part of EW operations. It
lists spectrum management as one of the activities related to EP and
describes it as follows: “electromagnetic spectrum management is
planning, coordinating, and managing joint use of the electromag-
netic spectrum through operational, engineering, and administra-
tive procedures.” Consistent with the aforementioned doctrines, our
results indicate that many of the EP, ES, and EWI tasks do over-
lap with EMSO tasks, suggesting that a reallocation of resources
and efforts to equip, train, and execute these overlapping tasks may
improve operational efficiency.

Relationship of Intelligence Capabilities to Electronic
Warfare and Cyberspace Operations

Signals Intelligence, Electronic Warfare, and Electromagnetic
Spectrum Operations

SIGINT includes significant structure (in both DoD and supporting
civilian agencies) and is squarely aligned under intelligence. SIGINT

has some commonality and overlap with cyber operations, EW, and
EMSO.

Electronic Warfare and Signals Intelligence
It is noteworthy that the distinction between aspects of EW and intel-
ligence can be subtle. According to JP 3-13.1,
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The distinction between intelligence and ES is determined by
who tasks or controls the collection assets, what they are tasked
to provide, and for what purpose they are tasked. ES is achieved
by assets tasked or controlled by an operational commander. The
purpose of ES tasking is immediate threat recognition, target-
ing, planning and conduct of future operations, and other tacti-
cal actions such as threat avoidance and homing. However, the
same assets and resources that are tasked with ES can simulta-
neously collect intelligence that meets other collection require-

ments. (U.S. Joint Chiefs of Staff, 2007)

Relationship Between Electronic Warfare and Cyber
Operations

In this section, we consider a three-interconnected-dimensional frame-
work proposed by TRADOC as a way forward for cyber operations,
EW, and 1O. We consider it as a system and, applying the reasoning of
system architecture, consider the advantages of consolidating some ele-
ments and disaggregating others to improve performance. Using data
from the TRADOC Combined Arms Center and cyber operations/
EM contest CBA sources, as well as interviews with personnel from
U.S. Army Communications-Electronics Research, Development and
Engineering Center, Intelligence and Information Warfare Directorate
(CERDEC I2WD), we conclude that this will come about if the cyber-
warfare and EW elements are consolidated, because their technolo-
gies, infrastructure, operational use, and personnel training are merg-
ing and they will benefit from common doctrines. This conclusion is
supported by the activities and plans of the Army in Afghanistan, the
Navy, and the Air Force.

Approach: A System Consideration of Cyber Operations

Figure 5.1 can be considered a system in that it is a collection of ele-
ments that function together to provide a function—in this case, cyber
operations—that is not provided by the constituent elements them-

selves (Rechtin, 1991).
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Figure 5.1
Cyber Operations and Enablers
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SOURCE: TRADOC, 2010a, p. 19.
RAND MG1113-5.1

These elements instruct on the importance of identifying system
boundaries that separate what is inside from what is outside the system,
allowing us to partition (i.e., aggregate or consolidate and disaggregate)
the system in ways that facilitate analysis. The adversaries’ cyber opera-
tions and (constituent elements thereof) would be outside this model,
as would other influences, such as weather, which can affect EMSO.
Partitioning means aggregating the interior elements into subsets for
a useful purpose, and in one sense, we have done that by creating the
box and triangle structure to facilitate consideration of the major sub-
systems that they define. The partitioned subsets constitute subsystems
that interact with one another to varying degrees. At one extreme,
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there is no interaction between any of the partitioned subsystems; they
are self-contained stovepipes that serve the purpose of the system in
their own unique ways. However, if they did interact, the system serves
no purpose and should be replaced by its noninteracting subsets. At
the other extreme, there are many subsystems—in the most extreme
case, each contains only one element—and each subsystem interacts
with every other subsystem, creating a somewhat chaotic dynamic.
Paraphrasing Rechtin (1991), relationships among the elements of a
system are what gives a system its greatest value; choosing the appro-
priate partitioning of a system into subsystems is critical to the design
of the system, and in partitioning a system, one must choose the sub-
systems whose interior elements are strongly dependent on one another
and largely—but not completely—independent of elements exterior to
them that constitute the interior elements of the other subsystems.

This reasoning allows us to imagine partitioning cyber and EW
differently, to consider which elements—which in this case represent
functions, organizations, and technologies—should be in the same
subsystem because they are strongly interdependent,’ or at least related.

Cyberwar and EW are both means of using EMS technology to
attack and defend against the enemy. Increasingly their means are digi-
tally enabled. These similarities make them candidates for consolida-
tion as explored further here.

The current Army cyber/electromagnetic contest CBA (U.S.
Army, 2010) has issued definitions that incorporate EW as an element
within cyber attack, specifically.

1 Interdependence could be measured using doctrine, organization, training, materiel,

leadership and education, personnel, and facilities (DOTMLPF) as a metric. If two ele-
ments employ similar technology, they are M-interdependent, in that both are dependent
on the future success of that technology. If two elements use similar doctrine, they are D-
interdependent, in that both are likely to be used if that type of doctrine is chosen. If two
elements are organizationally compatible and interactive, or posses this potential, they
are O-interdependent. The stronger the interdependencies across DOTMLPF, the better
the reason to minimize or eliminate any boundaries that might otherwise be constructed
between them. It is the placement of boundaries (consolidation) and the elimination of
boundaries (disaggregation) as they concern the elements of cyber operations that is being
explored in this section.
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In the doctrine, a cyber attack is defined as “actions that com-
bine computer network attack (CNA, an element of CyberWar) with
other enabling capabilities (e.g., electronic attack—EA, an element of
EW, physical attack; etc.) to deny or manipulate information and/or
infrastructure in cyberspace.” A contemporaneous white paper that
addresses the CBA further defines EW as “refer[ing] to any military
action involving the use of EM energy to control the EMS or to attack
the adversary” (TRADOC Combined Arms Center, 2010). Generi-
cally, this implies that cyberwarfare is included in EW, as cyberwarfare
would satisfy this definition, too. The white paper provides additional
commentary that reinforces the notion of the convergence of cyber-

warfare and EW by highlighting the

widespread technological convergence between computers, com-
munications, electronic devices and sensors—convergence at
both the device level and the supporting infrastructure level—
the iPhone has all of these functions. Over time, the infrastruc-
tures used for cyber, EW and EMSO will be come indistinguish-
able—technological convergence is enabling our network assets
to become our EW assets, and vice versa. (TRADOC Combined
Arms Center, 2010)

It adds,

These elements result in operational convergence. CyberOps and
EMS ops are increasingly drawing on the same capabilities, e.g.
both rely on signals intelligence assets and spectrum managers.
Inter-dependence is such that CyberOps is essential for inte-
grated EW and EMSO. EW capabilities have utility for attack
and defense of platforms, systems and networks. These capabili-
ties are being employed in concert (in very sophisticated com-
binations) to attain necessary objectives. (TRADOC Combined
Arms Center, 2010)?2

2 According to Elder (2010), “The convergence in operational terms is real; however, at
the functional level, very different education and experience are associated with hardware
systems (engineering), software (computer science), RF, optical, and other electromagnetic
engineering specialties, and systems engineering (typically involved in the integration). The
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To explore this point further, RAND visited CERDEC 12WD,
a provider of EW, cyber, and SIGINT materiel (Axelband, 2010).
CERDEC provided its view of the boundaries between 10, cyber oper-
ations, EW, and SIGINT in the context of likely responses to CBA:s.
The output of a CBA is a statement of functional capability gaps and
materiel and nonmateriel means of closing them. The resulting docu-
ments, if a materiel development path is chosen, lead to an initial capa-
bilities description, a materiel development decision, and an analysis of
alternatives. These form the basis for a technology development pro-
gram. During the technical development phase, a capabilities descrip-
tion document will be issued and, with the successful conclusion of
the technology development program, will lead to an engineering and
manufacturing development program of record. A key question was
whether, given materiel solution requirements from a CBA or any of
its following documents, the equipment developed by I2WD would
be necessarily restricted to use only for cyber operations, 10, EW, or
SIGINT in its functional approach. Recall that functional and top-
level system requirements are often generic in that they do not dictate
the particulars of a materiel development. For example, such a generic
requirement might involve detection, identification, tracking, and kill-
ing a class of targets by nonkinetic means under certain conditions.

The answer was no. CERDEC would be limited only by technol-
ogy (cost, schedule, risk, utility, and so on, were, of course, important
considerations), and this would lead to the use of technology that pro-
vided the basis for a system that could best satisfy closing the functional
capability gaps. It could envision that there might be circumstances in
which satisfying the functional requirements of an EW CBA, a SIGINT
CBA, or a cyber operations CBA could each lead to the same or similar
technologies and techniques. For example, the functional requirements
of an EW CBA could be met by a combination of what traditionally
has been called EW, cyber operations, or SIGINT technologies and
techniques. This would not happen if such a combination did not pro-
vide the best system solution or if, in addition to the functional require-

danger is that resource managers might attempt to extend the useful operational-level con-
vergence to the functional level (as was done with IO before).”
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ments, there were restrictions stipulating the use of only certain types
of technologies, as might be the case in an analysis of alternatives that
considered operational or other factors.

The important takeaway from the preceding discussion is that
materiel developers will use technology to generate the most effective
(cost-effective) system approach—that is, the one that yields the best
system solution, using technologies and techniques that span EW and
cyberwarfare, unless precluded from doing so. The implication is that
CERDEC was already using this approach, and it was clear that it
expected to use it for future programs.

From there, the discussion with CERDEC 12WD personnel
moved to developing a functional view and a technology view to reveal
the relationships between the areas we had been discussing.

Figure 5.2 provides a functional view of the relationships and
boundaries between and among EW (yellow oval), SIGINT (blue oval),
and cyber operations (red oval). Cyber operations are, by far, the most
significant (largest) component, which reflects the cyberspace defini-
tion provided by the National Military Strategy for Cyberspace Opera-

Figure 5.2
Functional View of Converging Areas According to CERDEC Draft
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tions: “a domain characterized by the use of electronics and the electro-
magnetic spectrum to store, modify and exchange data via networked
systems and associated physical infrastructures” (U.S. Joint Chiefs of
Staff, 2006b). Cyber operations overlap approximately 60 percent
of EW and 80 percent of SIGINT. It is useful to consider those func-
tions that reside in only one domain: For EW, they are directed-energy
and brute force (barrage) jamming; for SIGINT, they are eavesdrop-
ping; and for cyber operations, they are a suite of possibilities (e.g., web
and email spam, denial-of-service attacks, malware, viruses). MISO
(formerly PSYOD, as referred to in the figure) and MILDEC are also
shown in the flattened oval at the top of the figure, intersecting both
cyber operations and EW, and uniquely containing leaflets and false
targets.

While the definitions and terms used in this figure are a bit differ-
ent and more specialized than those used elsewhere in this monograph,
the conclusion that, from a functional view, cyber operations and EW
have much in common is supported.

Figure 5.3 provides a technology view of the same universe as
Figure 5.2 and also supports the large overlap between cyber opera-
tions and EW. Here, cyber is even more dominant than in Figure 5.2,
covering almost all of SIGINT and EW. Exceptions are a “planted
microphone” that is uniquely in SIGINT and directed energy using
advanced electronic steerable array (AESA) antennas. It is likely that
ASEA antennas will be used by the Army for cyber effects, too, and
will no longer be unique to EW.

All of this points to the blurring of the boundaries in the Army
between EW, cyber operations, and SIGINT from a materiel prospec-
tive and argues for the consolidation of cyberwarfare and EW.

Using the new lexicon introduced in the TRADOC cyber-
space concept plan, this section provided reasons that argue for the
consolidation of cyberwarfare and EW in that EW is subsumed—Dby
definition—within cyberwarfare under the current terms of the cyber
operations/EM contest CBA. Their technologies and infrastructures
are converging. They are operationally converging, as discussed earlier
in this chapter and indicated by the argument that if future equipment
is designed to provide both cyber and EW capabilities, those opera-
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Figure 5.3
Technology View of Converging Areas According to CERDEC Draft
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tions will be conducted with the ability to use in real time whatever
capability best satisfies the operational situation. The implications for
training are also converging in that the Army must either evolve a set
of people with both skills or train sets of people with the constituent
skills to work collaboratively in real time.

Electronic Warfare as Fielded Today

Today, the Army is operating EW equipment in Afghanistan to explore
effective capabilities. The director of CERDEC’s flight activity was
quoted in Aviation Week and Space Technology as saying, “We dem-
onstrated a quick-reaction Blackhawk capability that could convert
UH-60 Black Hawks into an electronic warfare platform within an
hour,” and in a later part of the article that “we work across all spec-
trums of ISR, (electronic warfare), cyber (warfare) and information
operations” (Fulgham, 2010e). The article also states that

the basic components of airborne electronic or cyber-attack are
a sensor that can map an enemy network, the precise location
of an antenna that feeds the network, and an electronic scanned
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antenna that can generate a data stream packed with inquisi-
tive algorithms. That data stream can be beamed into the proper
antenna; the target network can be entered and exploited.

Of course, an electronic scanned antenna can also generate the
more traditional waveforms associated with EW and directed energy.
The intent of the quote is not to suggest the extent to which future
capabilities are being used today, but rather the direction in which
things are moving.

Chapter Summary and Conclusions

Cyberwarfare, EW elements, and EMSO elements can be consoli-
dated, to an extent. With regard to EW and cyber operations, in par-
ticular, technologies, infrastructure, operational use, and personnel
training are merging, and these operations will benefit from common
doctrines.? From public sources, we know that this conclusion is sup-
ported by activities and plans in the Army in Afghanistan, the Navy,
and the Air Force.

EW and EMSO share some overlapping tasks. In particular, the
greatest degree of commonality or overlap exists in the EP component
of EW and EMSO tasks.

Additional research and analysis can be undertaken in the context
of the Army cyber/electromagnetic contest or an exploration of the two
other interconnected dimensions.

Offensive cyber operations (CNA, CNE) and offensive EW (EA,
ES) are increasingly similar. In years past, a distinguishing characteris-
tic could have been the lack of information in the signals used for EA.
However, new EW concepts involve so-called protocol-based attacks.
Thus, it is increasingly difficult to distinguish EA from cyber attack.
More importantly, materiel developers are developing tools that do

both.

3 Elder (2010) states, “The convergence in effects is real, but there is a danger in believ-
ing that there is also a convergence in the expertise to functionally achieve these cyber-
electronic-EM effects.”
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There is an argument that EW and cyber operations should be
either combined or assigned to the same staff function to ensure coor-
dination. One of the specific proposals is that many of the technical
capabilities most naturally belong under intelligence (e.g., G2/S2).
SIGINT includes significant structure (in both DoD and supporting
civilian agencies) and is squarely aligned under intelligence. SIGINT
has a great deal in common and substantial overlap with cyber opera-
tions, EW, and EMSO. It would make sense to align all or part of these
capabilities with SIGINT through intelligence staff. There are cer-
tainly more courses of action to consider that we have not discussed.’
It is worth noting that the Navy has already moved to consolidate

SIGINT and CNO/cyber operations.

4 According to Elder (2010), “The DoD decision to organizationally place information-
related operations under intelligence is a good example of the conundrum associated with
the logic currently in use relative to cyber and EW. The challenge now will be to integrate
future information-related operations with traditional military operations when the integra-
tor is not clearly the joint force commander.” He adds, “Information, cyber, electronics, and
spectrum are important to the communications community, the intelligence community,
and the operations communities. DoD elected to organize cyber as an intelligence func-
tion, but normally, it is the operational commander who is responsible for integration across
multiple lines of operation. Clearly, it made good sense in the near term to leverage the
technical competencies in the intelligence community relative to cyberspace; now the opera-
tional community needs to determine how to integrate these activities with their traditional
combat actions to achieve unity of action. Ultimately, there must be only one commander.”

5 As cautioned by Hura (2010), the consolidation of EW and cyber must not compromise
the current responsiveness of electronic attack operations, which are not subject to the same
legal and authority-control constraints as signals intelligence and CNA/CNE.






CHAPTER SIX

Overlaps Between Public Affairs and Military
Information Support Operations

Fundamental areas in the psychological realm, which are closely related
but currently kept separate, are PA and MISO.

Comparing Public Affairs and Military Information
Support Operations

Public Affairs

As defined in JP 1-02 (U.S. Joint Chiefs of Staff, 2010b), PA includes
“those public information, command information, and community
relations activities directed toward both the external and internal pub-
lics with interest in the Department of Defense.” It typically focuses on
fact-based truth to maintain credibility. The JP on PA was last revised
in May 2005 and covered the following topics:

* the rapid expansion of social media use, even by combatant
commands

* Internet access

* unclassified web pages to communicate with external audiences
(which could include adversaries and foreign intelligence services).

Military Information Support Operations

According to FM 3-05.30 (HQDA, 2005), the mission of MISO
(referred to at the time as PSYOP) is to “influence the behavior of for-
eign target audiences (TAs) to support U.S. national objectives.” Fur-
thermore, it accomplishes this by “conveying selected information and/

57
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or advising on actions that influence the emotions, motives, objective
reasoning, and ultimately the behavior of foreign audiences.” MISO
is currently a core capability under information operations (see, e.g.,

HQDA, 2003).

Link Between the Two Areas

There has always been a doctrinal link between PA and MISO.
JP 3-61 asserts that PA provides information to domestic and interna-
tional audiences, and it contributes to global influence and deterrence
of attacks (U.S. Joint Chiefs of Staff, 2010a). This guidance does not
distinguish between adversaries and U.S. audiences. It includes both.
Key questions remain, however:

1. Does the definition of PA, and the divide between MISO, need
to be revisited?

2. In a full-spectrum, noncontiguous battlefield with nonstate
actors, how does one clearly separate and control who gets
public information?

A commander would be assuming risk if consideration is not
given to the fact that an adversary or even a foreign intelligence ser-
vice is also a consumer of that information; such parties may even be
actively seeking publicly released or available information about mili-
tary activities. The near-omnipresence of the media, Internet use, and
continuous probing on DoD networks highlight the ambiguity and
inability to distinguish who the actual consumers of publicly released
military information may be. So, why the continual attempt to main-
tain functional separation between two interrelated capabilities when it
is becoming increasingly difficult to distinguish who is actually getting
the information?
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The Key Concern Regarding the Separation of Public
Affairs and Military Information Support Operations

There is a fear that MISO communications could contain less-than-
truthful information, which could jeopardize credibility if PA and
MISO work together. But ironically, most conventional MISO actions
use truthful information, and sometimes the only difference is the
recipient of the message, how it is delivered, and to whom it is attrib-
uted. Even PA doctrine, e.g., FM 46-1 (HQDA, 1997b), highlights a
part of PA that intersects with MISO; one key word seems to be critical
to maintaining credibility: consistency.!

Key Questions
Additional questions persist:

1. How can the Army gain consistency in messages when the pre-
vailing culture and doctrine say to keep PA and MISO sepa-
rated but coordinated?

2. How can the Army bring MISO and PA together, given the
potentially mischaracterized MISO (as bad and impure)?

3. How can the Army go beyond simply coordinating these efforts
and achieve the seamless integration needed for mission success?

When addressing these questions from an information stand-
point, we must be mindful of the necessity of operational consider-
ations to do what is necessary to get the mission done. Some uncom-
fortable decisions must be made, such as whether to make deals with
former adversaries during counterinsurgency operations (e.g., as in
2008 in Irag; see Bruno, 2008).

To ensure consistency, doctrine says that PA and MISO are sup-
posed to coordinate, yet the organizational construct and doctrine calls
for physical separation between the two capabilities in staff organiza-
tions, which seems to have developed into a cultural divide as well.

1 Credibility, for operational purposes, might be more important for MISO than for PA.

PA can make a mistake and explain it. MISO does not have this luxury.
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The Problem

There is a problem with separating PA and MISO. It is important to
recognize that public affairs officers (PAOs) are not typically part of the
Modified Table of Organization and Equipment of brigades, and they
may not be at the division, either. This function is assigned as an addi-
tional duty to a staff officer when needed. This is relevant for two rea-
sons: The attached PAO has little contact with the commander prior to
deployment—and even less staff interaction—so employing the PAO
into IO planning is very diflicult, and (a related issue) training with the
PAO is nearly impossible.

The division between PA and MISO could lead to inconsistent
messages, regardless of the intended audience, which can bring cred-
ibility into question. Perhaps a firewall of some sort can be employed
to obtain the benefits of integrating the two without the downsides of
such a move.

Key Challenge: The Firewall Between Inform and
Influence

As mentioned earlier, there is apprehension when PA (“inform”) and
MISO (“influence”) are mentioned too close together.

The April 30, 2010, circulating draft revision of FM 3-0 takes
the inform and influence activities information task and separates it
into two lines of effort: inform and influence. The division is explained
thusly:

Each line of effort has a different purpose and effect. These lines
of effort may rely on the same capabilities to accomplish these
effects and must be integrated closely to ensure unity of effort
in words, images and actions. This is to avoid contradiction or
the appearance of contradiction that may undermine the force’s

efforts. (HQDA, 2010a, para 7-12)

This separation stems from a traditional pejorative separation
P ]
between “informing” and “influencing,” in which informing is held to
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be value-neutral or -positive and influencing is somehow nefarious and

underhanded.

Traditional Missions and Tensions

PA traditionally claims the inform mission and only the inform mis-
sion; “inform but not influence” is one of its traditional touchstones
(Helmus, Paul, and Glenn, 2007, p. 38). MISO, on the other hand,
openly aspires to influence, but exclusively foreign audiences, because
it would be both inappropriate and illegal to point the “mind-control
lasers” at the American people.

The previous paragraph contains significant fallacies. First, it is
naive to imagine value-free information (see, e.g., Gray, 1989), that it
is actually possible to inform without influence, and that as PA opera-
tors carry out their inform mission they are not trying to (truthfully)
present the Army in the best possible light and maintain support for it
(and support for Army recruiting) among a domestic audience. Second,
it is equally naive to say that MISO efforts involve other truly insidi-
ous ways to manipulate people or that there is something wrong with
trying to influence target audiences, or admitting that you are trying
to influence target audiences.

The real tension between PA and MISO over inform and influ-
ence has to do, first, with the black reputation of MISO as executed by
liars and manipulators and, second, with the tension between true and
misleading information (discussed next). There may be good reasons
to separate inform and influence, but those reasons may disappear if
other separations (black efforts from white, for example) are made. Of
course, there is a very real concern that must not be diminished. If PA
and MISO are to be better integrated, such integration must be done
in a way that avoids (and avoids the appearance of) DoD efforts to
inappropriately influence the American public.?

2 The word inappropriately is italicized in this text to emphasize the point made in the pre-
ceding paragraph—specifically, that all efforts to inform also seek to influence. The differ-
ence is whether that informative influence is benign and done in a forthright fashion using
only true information or whether it is done using manipulation or falsehood. The former is
appropriate for defense information to domestic audiences, and the latter is most definitely
inappropriate.
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In current MISO doctrine, information is assessed as white, gray,
or black based on both its content and its attribution (HQDA, 2003,
p. 11-1). For example, a wholly true message attributed to a fictitious
author is white content, black attribution. Falsehood in either content
or attribution is problematic, because when discovered, it damages
credibility. In fact, even the possibility of falsehood damages credibility.
While the vast majority of MISO conducted in contemporary opera-
tions are completely white, the fact that everyone knows MISO could
be using falsehoods damages credibility. Similarly, the fact that current
doctrine for IO assigns both MISO and MILDEC as core capabilities
means that IO can deceive and manipulate, and, thus, such operations
remain a source of wariness. If there is black in the toolbox, credibility
is lost; in the inform, influence, and persuade arena, credibility is king
(Paul, 2008, pp. 38—41).

Black versus white, together with inform versus influence, creates
a “firewall” between PA and IO/MISO that “protects” the credibility of
PA from the taint of black information and influence. This firewall also
inhibits the coordination and integration of PA and MISO themes,
messages, and products, increasing the likelihood of information frat-
ricide and decreasing synergies between these two capabilities.

Relationship with Public Diplomacy and Strategic
Communication

Defining strategic communication is even more contentious than defin-
ing IO (Paul, 2009b). There are several possible overlaps between stra-
tegic communication and the functional areas described in this mono-
graph. The essence of strategic communication is coordinated efforts to
inform, influence, and persuade in pursuit of national policy objectives
(Paul, 2009a). If IO (or a large part thereof) is about informing, influ-
encing, and persuading, what separates 1O from strategic communica-
tion? Perhaps the difference is one of level and component, wherein
strategic communication is at the highest levels and involves the whole
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of government while information operations nest within strategic com-
munication and are conducted exclusively by DoD.?

Current views of strategic communication from within the Pen-
tagon assert it is a “process” for integrating and coordinating signals
and messages. If that is the case, how does it differ from the current
doctrinal integrative role of IO? That is not entirely clear. In fact, some
have proposed that IO officers should take on responsibility for coordi-
nating the strategic communication process, and, in some commands,
they apparently already do.

If IO constitutes a capability, then such operations nest comfort-
ably under strategic communication. If IO plays an integrative role,
perhaps IO integration follows the strategic communication process. If
strategic communication is a separate integrating activity, there could
be considerable duplication of effort and responsibility between strate-
gic communication and IO. If IO plays an advocacy role, then these
operations overlap even more with strategic communication. The rela-
tionship between 1O and strategic communication depends to a sig-
nificant extent on how each concept is ultimately defined, but there is
considerable possibility of overlap.

3 According to Elder (2010), “It is important to differentiate ‘communications strategy’
from ‘strategic communications.’” Strategic communications is the alignment of actions
with messages; communications strategy is the process of determining messages and their
delivery.”






CHAPTER SEVEN
Better Integrating the Technical Realm

Consolidation and coordination need to be considered among the
functional areas that relate to I'W. There are a number of major factors
driving this need:

1. the aforementioned convergence of mediums and applications
2. the expansion of cyberspace in the information environment
3. the need for efhicient use of manpower.

In this chapter, we assert that the relevant realms that contain the
functional areas pertaining to I'W are just two: the psychological and
the technical. The psychological, which incorporates the considerations
provided for our proposed definition of 1O, is focused on content and
the target is people. The technical realm is focused on the means to
deliver (or prevent delivery of) content, and the targets are machines.
Specifically, this chapter considers how the technical realm can best be
organized and perhaps consolidated.

Dividing and Conquering the Information Environment:
The Psychological and Technical Realms

The psychological and technical realms represent the most compact
division and boundary. Based on this assumption, we conclude that
subject-matter expertise is best developed by an individual in one or the
other but not both at the same time. Table 7.1 represents the realm of
the possible for consideration of consolidation.

65
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Table 7.1

Information Warfare: Realms of the Possible

Category Psychological Realm Technical Realm (C3IEW)

Functional areas, MISO, PA, aspects of EA, EP, ES, CNA, CNE, SIGINT, EMSO, IA,

subareas MILDEC operating and maintaining networks
(network operations), aspects of
MILDEC

Target People Machines

Past Consolidation of the Technical Realm

Functional consolidation among the aforementioned technical areas is
not new. The intelligence community has long referred to intelligence
and electronic warfare (IEW) as a grouping and EW was considered an
intelligence function. For acquisition in the Army, the Program Execu-
tive Office, Intelligence and Electronic Warfare Systems, serves both
areas to an extent.

According to joint doctrine, distinctions among aspects of EW
and intelligence are slight. The 2007 version of JP 3-13.1 (U.S. Joint
Chiefs of Staff, 2007) notes that “the distinction between intelligence
and EW [electronic support] is determined by who tasks or controls the
collection assets, what they are tasked to provide, and for what purpose
they are tasked.”

Years ago, the Army’s capstone document for military intelligence
doctrine was FM 34-1. There, IEW was defined as something that
provides commanders with the ability to visualize the expanded bat-
tlespace in command-and-control warfare and to identify where and
when they gain information dominance over an adversary (see Peter-
son, 1997).

The analysis community (U.S. Army, 1997; see also Pawlowski,
1992) uses the expanded term command, control, communication,
intelligence, and electronic warfare (C3IEW), although it was adopted
decades ago (see Peterson, 1997). From our perspective, C3IEW is the
technical side of modern I'W and is a term that has increased utility. It
is now akin to cyber operations.
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Potential for Electronic Warfare to Be an
All-Encompassing Field

EW is defined in doctrine as “military action involving the use of elec-
tromagnetic and directed energy to control the electromagnetic spec-
trum or to attack the enemy” (HQDA, 2009). Spurred by the opera-
tional needs to counter RCIEDs, the Army decided to invest in its
own EW corps several years ago and put in place a new EW career
field (Jordan, 2009).! It has been hoped that these operators can fulfill
broad responsibilities, such as

e disrupting enemy communication (Vanden Brook, 2007)

* ensuring that U.S and coalition troops can talk to one another
(Vanden Brook, 2007)

* preventing the enemy from knowing what friendly forces are
doing (Vanden Brook, 2007)

* being the “go-to people for commanders wanting to know how
they can exploit the electromagnetic spectrum tactically across
their operations” (Jordan, 2009).

In addition to the career field, EW has its own school, training
courses,? and manpower structure within the Army. Hundreds of addi-
tional billets have been allocated to provide EW support across the
echelons. This convergence trend suggests that EW operators are fun-
damental to conducting cyber operations.

1 A 29-series military occupational specialty (MOS) that will include officers, warrant offi-

cers, and enlisted personnel.

2 This training was initially a “tactical course,” a three-week session at Fort Huachuca, Ari-
zona, that focused on training soldiers at the battalion level and below; at the brigade level
and higher, there was a six-week “operational course,” at Fort Sill, Oklahoma. (See Kruzel,

2007.)
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First Steps: Deconfliction and Coordination Cells

There is a need for coordination and deconfliction across all functional
areas related to I'W. With regard to deconfliction of the EMS in partic-
ular, COL Laurie Moe Buckhout concluded that “a lack of coordina-
tion and networking of EW equipment used in Iraq and Afghanistan
is becoming a hazard for U.S. and allied troops” (quoted in Boessen-
kool, 2009). Expanded 1O cells (perhaps called “I'W cells”) are needed
to make decisions. Existing 1O cells are vital but should expand and
transform into what we call IW cells, replete with specialists in both
the psychological and technical realms, e.g., EW, MISO, CNO, and
network operations. These personnel will need to be able to plan, oper-
ate, and integrate all I'\W-related activities.

Such cells will be necessary for supporting the commander in
making the proper trade-offs and evaluations of

* cyberspace gain or loss
* information gain or loss
e EMS gain or loss.

Like today’s 1O cells, IW cells are needed at all echelons.

Some Sharing of Manpower for Efficiency

For the sake of efficiency, cross-trained specialization is needed. How-
ever, there is a limit to this cross-training. Areas that fall within the
psychological realm need focused expertise. The same is true for the
technical realm. In other words, those trained in the technical realm
(e.g., to deliver content) cannot be expected to cross-train into the psy-
chological realm (e.g., to develop information content), and visa versa.

There are limits to consolidation in any of the individual realms
related to tasking of personnel. For example, not all the tasks (or even
most) in the technical realm can, or should, be consolidated.

Consider the tasks associated with three areas: IA, network opera-
tion and maintenance, and CND. The same person or position may
not be ideal for carrying out all three.
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First, lessons learned from the network operations community
(see Porche et al., 2010) is that dual-hatted IA personnel were left little
time to focus on security demands in addition to their primary tasks,
like maintaining connectivity of the network. Note that businesses
and organizations with IT staff experience the same personnel issues:
System administrators have little time (and sometimes little motiva-
tion) to function dually as network defenders.

Second, IA functions (such as achieving certifications for equip-
ment and updating software patches) support but are not equivalent
to CND. CND is fundamentally different. It is about countering
adversaries who have penetrated Army networks or are in the midst of
trying. Such a fight—which may occur in real time—will take place
in Army networks, and the personnel involved need the appropriate
focus, training, clearance levels, and experiences for such operations.?

Furthermore, the large signal corps currently dedicated to operat-
ing and maintaining LandWarNet needs to remain single-purposed.
Further analysis will be necessary to identify ideal command-and-
control relationships for various technical capabilities at different
echelons and the specific technical tasks that will need to be performed
at those different echelons.

A Cadre of Cyber-Electronic/Electromagnetic Warriors

The Army eventually needs to either create a new “cyber-electronic”
or “cyber-electromagnetic” career management field or transform an
existing one to support all the technical realms of I'W. This would serve
as a first step toward a new branch for cyber-electronic warriors that
can be utilized to cover the C3IEW areas described here. This group-
ing includes EW and spectrum managers and falls within the technical

3 Elder (2010) notes, “While cyber security can be assigned to “security forces,” cyber
defense requires the full participation of all communities, under the leadership of the opera-
tional commander.”
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realm of IW.4 A similar argument can be made for the psychological
realm we describe in this paper.

In terms of expanding an existing field, EW should be a prime
candidate. Spurred by the operational needs to counter RCIEDs, the
Army has already invested in a new EW career field with hundreds of
billets and a training pipeline.

The importance of sustained career paths in these areas cannot
be overstated. This would allow personnel to receive repetitive assign-
ments to hone proficiency and would help attract the best. In particu-
lar, a cadre of cyber-electronic specialists, i.e., strategists, is needed to
continuously develop new ways to apply cyber-electronic power and
new tactics, techniques, and procedures at all echelons.

Conclusions on Redefined Boundaries

Information warfare as we define it has two aspects: the psychologi-
cal and the technical. Information content is key for the psychological
part; the means to deliver content (or counter its delivery) are key to the
technical part. Ultimately, it makes sense for most of what falls into
the psychological realm (shown in Table 7.1) to be redefined as IO and
for most of what falls into the technical realm to be considered cyber-
electronic, with the exception of operating and maintaining the net-
work. In the next chapter, we discuss the details, options, and other
considerations with regard to better organizing the psychological realm

for IO.

4 In the case of EW, the Army recently created a new career management field that pro-
vides for a new MOS for officers, warrant officers, and enlisted personnel. Hundreds of bil-
lets (more than 3,000) have been created, although not yet all are filled. The specific career
management field identifiers for electronic warfare are to be Functional Area 29 for officers,

MOS 290A for warrant officers, and MOS 29E for enlisted personnel.

The signal corps has the 25E enlisted specialty for spectrum management. Previously, non-
commissioned officer spectrum managers were tracked with a skill identifier attached to a
preexisting MOS. The skill identifier for enlisted personnel (for spectrum managers) was not
found to be satisfactory because these spectrum managers were often retasked outside the
spectrum specialty.



CHAPTER EIGHT

Better Integrating the Psychological Realm

In Chapter Four, we proposed a new definition for IO that is focused
on what we call the psychological realm, or content-based capabilities.
In this chapter, we recognize that organization and staffing changes
should be commensurate, but there are significant considerations that
must occur before courses of action can be clarified. This chapter iden-
tifies these considerations for the psychological realm.

Importance of 10 Staffing and Available Options

Much of the IO reform debate centers on how, exactly, IO and vari-
ous core, supporting, and related capabilities ought to be assigned to
staffs. A clear vision of the nature and goals of IO should significantly
advance the debate.

In the most current joint structure, the IO chief is the J-39, a
subordinate staff under operations (J-3). If IO is to be something other
than what it is now in joint doctrine, where should it be, and where
should the bits that currently constitute it be located? Because of the
targeting and effects components of inform and influence, we main-
tain that IO should fall under fires at the division level and above and
should be incorporated with fires at the brigade level and below.

Proposals That Have Been Considered
In the psychological realm (e.g., content-based capabilities, such as

MISO), proposals have located the capabilities in several different plac-
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es.! Some have proposed aligning content-based capabilities under civil
affairs. This is reasonable if such capabilities are focused only on infor-
mation engagement and if information engagement is focused only
on civilian populations, but it falls down if influence supports opera-
tions beyond civil affairs or includes targets beyond civilian popula-
tions. Others, including the 2008 version of FM 3-0 have proposed
new “information engagement” staff (as 7, which is training under the
Napoleonic staff tradition). Still others consider influence to be a form
of fires (albeit nonlethal fires) or effects, which would align these efforts
under operations.

Many of the other proposals make sense, depending on how they
resolve some of the other tensions discussed here. There are several
additional issues to be aware of when considering staffing relationships,
as we discuss next.

2008 FM 3-13 Proposal. The 2008 version of FM 3-0 virtually dis-
mantles the traditional IO concept, reassigning the composite capabili-
ties back to logical staffs. The proposed details are as follows: MILDEC
goes to the Army G-5; OPSEC goes to G-3, and the counterintelli-
gence portion of OPSEC goes to G-2. The EA portion of EW and the
CNA portion of cyber operations both go to G-3 (fires), while EWS
and CNE go to G-2. EP and CND join IA and are assigned to G-6. PA
remains assigned to PA, outside the staff hierarchy, but is coordinated
with civil-military operations (assigned to G-9) and MISO, combat
camera, and defense support to public diplomacy (all assigned to G-7,
information engagement) through the information engagement work-
ing group.

In our view, establishing the G-7 as the information engagement
staff and assigning to it influence messaging capabilities will only serve
to marginalize the influence component of IO. After the commander
and the chief of staff, the J/G-3 has much control. If one wants some-
thing (like influence) to be treated as though it is important and has
priority, putting it outside or below ]J/G-3 is nor the way to accom-

1 Elder (2010) notes that, “before designing organizations, it is useful to determine what

functions they will perform. This has yet to be performed in the psychological (cognitive)
realm.”
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plish that. Further, separating information engagement from opera-
tions excuses operations from the need to integrate with engagement
and engagement from the need to integrate with operations, making
the marginalization complete. Only a commander firmly committed
to maximizing influence information effects would be able to effec-
tively integrate influence with maneuver and fires under this staffing
scheme, and then only through constant vigilance. We are not alone in
our concern regarding the G-7 concept.?

A Staff Structure for Information Advocacy

If 1O is going to be about advocacy for consideration of effects in the
cognitive and information domains, the staff structure needs to reflect
that. On one hand, having a whole staff section committed to an infor-
mation activity (such as the G-7) gives information some prominence
on the staff. On the other hand, unless the G-7 (or a representative) is
included in a substantial number of routine working groups in other
staff areas (notably G-3 and G-5), information advocacy in those other
staff functions will remain difficult.3

As we noted earlier, the preeminent position in a staff after the
commander, deputy commander, executive officer, and chief of staff
is the G-3. This suggests two possible locations for the information
advocate: first, in the G-3, with a seat on the fire coordination support
cell, a liaison role with G-5, and regular personal access to the G-3;
second, as a special adviser to the commander outside and above the
normal staff hierarchy, in very much the same kind of relationship now

2 For example, Rosin (2009, p. 7) notes,

Under the new paradigm, the extant purpose of the G-7 is to integrate the PA and
PSYOP functions and be the (Public Affairs Officer) traditional function and impinge
on what the PAO perceives to be his role on the staff. Moreover, the PAO is a special
staff member for the commander and has direct access to him while the G-7 works
under the supervision of the Chief of Staff (CoS) and does not have direct access. As a
result of this overlap of functions and roles, friction in the staff will invariably occur . . .

one is left to wonder how much value this really provides the commander.

3 This is important for orders production and the targeting meeting.
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enjoyed by the PAO. In fact, if inform and influence are combined and
become the core emphasis of the information advocate, that advocate
(with proper training) could wholly replace the role of the PAO. The
PAO is a very minor staff member. PAOs generally do little staff plan-
ning and operate independently to extend command information and
work with the external press. This is particularly true for staffs that do
not have an organic PAO (which is to say, most staffs). Alternatively,
the PAO (again, with proper training) could take on the role of the
information advocate.

An “information advocate” could equally be considered an “infor-
mation warrior” or “cognitive effects proponent” or some combination
thereof.

Other Considerations

Separating Lethal and Nonlethal Capabilities

All the capabilities in the psychological realm, however constructed,
are unambiguously nonlethal (nonkinetic). However, lethal (kinetic)
capabilities create effects in the information domain. Fires and maneu-
ver both communicate and contribute to (or detract from) efforts to
inform, influence, and persuade; the destruction of computers, net-
works, emitters, and receivers affects technical 1O capabilities. Non-
lethal effects (or fires) must be coordinated with, and in some cases
depend on, lethal fires in order to function properly.

This dependence only works one way. That is, lethal fires are in
no way dependent on nonlethal fires to realize destructive effects.* This
poses a problem when and if nonlethal fires (or effects) are coordi-
nated by a separate cell from lethal fires (or effects), as is often the case
in current operations and is recommended in FM 3-0 (both current
and proposed). What happens when one organization’s operations are
dependent on integration with the operations of another organization,

4 Lethal fires may be dependent on MISO/civil affairs for population control to be able to
conduct fires in some circumstances. It depends on how nonlethal fires is defined.
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but that second organization has no dependence on the first? Coordi-
nation becomes a much lower priority for that second organization.’

Given that the military already has a significant bias toward
kinetic, lethal, or other “traditional” military undertakings, separating
lethal and nonlethal effects further deprioritizes the latter, effectively
putting their accomplishment at risk.°

If information effects are to be a priority, staffs should be struc-
tured and filled to reflect that. A 2007 Military Review article states
that

since IO and PA are as important on the modern battlefield as
Congressional Affairs is on the home front, it might be time to
consistently assign some of the best and most qualified officers
to these positions. Perhaps the top two officers in a battalion,

brigade, or division should be PA and IO ofhicers. (Chiarelli and
Smith, 2007, p. 12)

Designing an Organization to Be Stovepiped Versus Centralized
Virtually all core, supporting, and related capabilities of IO are inclined
to operate inside their own functional bounds (often pejoratively
referred to as “stovepipes” or “cylinders of excellence”). This tendency
is no doubt part of the driving imperative for IO integration in the first
place. When does it make sense to retain these capabilities as separate
organizational entities, and when does it make sense to combine and
centralize them?

On the technical side, cyber operations, EW, EMSO, and so on
are all separate organizations. Similarly, on the content side, PA and
MISO have many overlapping objectives, capabilities, and processes
but are separate (and sometimes competing) organizations.

> Assuggested by Elder (2010), “Given that we are operating in a networked world, an alter-
native to a tightly controlling “single integrating authority” is to establish a unity of action
process using a Web 2.0 approach but with a more formal governance mechanism that is ulti-
mately responsible to the commander. This approach could be useful in other areas (such as
those where non-military capabilities are employed for unified action), but few leaders have
experience with this form of enable-influence control model.”

6 And disrupts the efforts or effects of both.
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If the vision of IO includes certain capabilities working together
in seamless harmony, then those capabilities need to be combined or
placed under the tight control of a single integrating authority.

Personnel Options

Indirectly related to the different ways to staff information-related
capabilities is the role and future for Functional Area 30, 10 officers.

The current FA30 (IO) program attracts officers from across the
basic branches; however, most have little experience in core 10
elements such as PSYOP, computer network operations (CNO),
electronic warfare (EW), military deception, and operational

security (OPSEC). (Brown, 2005, p. 39)

Thus, an individual FA-30 is a ““Jack or Jill’ of all IO ‘trades”™ (Wass
De Czege, 2008, p. 18).

The future role of FA-30 personnel depends largely on the desired
vision for IO, and the answers reached for the various questions posed
throughout this monograph. If IO continues to be about integration
(as in current doctrine), then an FA-30 should handle that integration.
If IO is to be about information advocacy, then an FA30 should sit in
that advocacy position. If IO is an operational capability, then FA30s
need either a lot more training or to get out of the way.

Current FA30 training prepares an 1O officer to be an integrator.
If the role will be something other than or more than that, changes
need to be made. Changes could include more training, a different
career path, or different prior functional area experience requirements
for staff who join FA30, such as experience in MISO or PA (currently,
there are no specific requirements; Brown, 2005, p. 39).

The future of FA30 has been discussed elsewhere. Recommenda-
tions for that future include
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* “merging the IO functional area (FA) and the Psychological Oper-
ations (PSYOP) branch into one specialty under the umbrella
term ‘information operations™ (Rohm, 2008, p. 108)”

* eliminating FA30 and allowing a MISO officer to “assume most,
if not all, of the so-called IO coordinating functions” (Boyd,
2007, p. 70)

* letting FA30 become the information engagement officer, while
letting FA29 (EW) become the cyber-electronic warfare officer,
thus bifurcating the existing IO concept (Whisenhunt, 2009,
p- 29)

* “working to update DA Pam 600-3, Chapter 20 to reflect the
title of FA30’s to read ‘Information Engagement Officer,” which
the U.S. Army Information Proponent Office (2009b, p. 8)
announced it was doing in April 2009.

Command Considerations

How Much Is the Commander’s Responsibility?

While contemplating changes necessary to realize a new vision of 10,
another issue that requires consideration is the extent to which 10 will
be the commander’s responsibility.

Ultimately, everything is the commander’s responsibility, but per-
haps the main reason for the existence of the staff is to subordinate
some of that responsibility so that the commander does not have to do
everything alone. A worrying number of proposals and concepts in the
information arena, however, heap more responsibility directly at
the feet of the commander.

For example, as a Military Review article suggests,

Although 10 and PA officers, effects coordinators, and others
provide critical staff support to the information campaign, com-
manders must take the lead and be intimately involved in ensur-
ing that the information aspects of military operations are con-

7 As noted elsewhere, PSYOP is now referred to as MISO.
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sidered in every action we undertake. It is that important to our

success. (Chiarelli and Smith, 2007, p. 10)

Similarly, discussions at the 2008 U.S. Army Combined Arms
Center Information and Cyberspace Symposium included the view
that “commanders own cognitive effects in a direct and personal way
because such effects are the cornerstone of their battle command”
(U.S. Army Combined Arms Center, 2008). This reasoning supported
the disaggregation of 1O capabilities back to related staffs (as proposed
in FM 3-0) so that they were all available to be called upon by the
commander.

'The new draft of FM 3-0 asserts, “When conducting inform and
influence activities, commanders must determine how these activities
affect the perceptions and actions of audiences” (HQDA, 2010). If we
understand correctly, that is another way of saying “it is the command-
er’s responsibility.”

Just how much responsibility for IO do we want to put directly on
the commander’s shoulders? While direct responsibility for IO would
ensure that if such operations are not a priority it would be the com-
mander’s fault, we wonder how well prepared most commanders are
for that role. As noted previously, IO lies outside the traditional core of
military culture and thinking.

Proposals to Balance a Commander’s Responsibility

We are aware of two proposals that might balance a commander’s accep-
tance of direct responsibility for IO. The first is the presence of an infor-
mation advocate, a notion that has been discussed repeatedly through-
out this monograph. The second involves a change in the requirements
for producing the commander’s intent. Professor Dennis Murphy at the
Army War College has proposed that guidance for commander’s intent
be changed to require the specification of a commander’s intended cog-
nitive or information end state (Murphy, 2008). A somewhat banal
example is that the traditional commander’s intent might be to “remove
the insurgent threat from village X.” Subordinates executing based on
this guidance have the whole military toolbox open to them: They could
level the village, cordon and search, or use a variety of softer approaches.
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Now imagine the implications if the following information end state is
specified: “If possible, leave the population of village X neutral to our
presence.” That significantly changes the approaches that subordinates
are likely to take. It also allows the commander to assign explicit priori-
ties to kinetic versus informational outcomes, or short-term versus long-
term outcomes. There may be cases in which the informational end state
does not matter, and the commander’s intent really is strictly kinetic.
In the vast majority of situations, however, that will not be the case. If
commanders are forced to think about and be explicit about communi-
cation and information end states, their subordinates will be similarly
forced.® Under this construction, while the commander accepts respon-
sibility for conceiving the information end state, subordinates naturally
accept more responsibility for achieving it.

Resolving Overlaps Between Public Affairs and Military
Information Support Operations

In an earlier chapter, we described the problem of the separation of PA
and MISO and how this could lead to poor coordination. We explained
the existing cultural divide between the two and the prevailing feel-
ing that the traditional MISO mission or approach could hinder (or
taint) PA. We acknowledge the importance of better integration while
protecting against the appearance that the Army might be trying to
inappropriately influence the American people. In this section, we pro-
vide possible courses of action for resolving barriers to MISO and PA
integration.

8 Elder (2010) says, “One reason that acceptance of responsibility for information opera-
tions may pose a problem for some commanders is that end-states in commander’s intent
statements often are described in military rather than PMESII terms. For example, a typical
end-state may be expressed as “insurgents removed” when the actual end-state is “popula-
tion feels secure. A more accurate and complete end-state should stimulate consideration of
information environment activities.”
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Option 1: Maintain the Status Quo (Do Nothing)

The first course of action is to leave PA and MISO as is, where inform
and influence are separated and deconflicted but often not truly being
integrated.

Option 2: Combine the Two Areas

The integration of inform and influence, PA and MISO, can be done
without adjustment. An information engagement cell” would be con-
structed to combine the capabilities that were a part of 10 and deal
with the human dimension (i.e., MISO, PA, military support to
public diplomacy, and combat camera). This could help invoke cross-
coordination and integration, minimizing inconsistency in informa-
tion that is distributed across audiences. Those audiences could include
U.S. allies, local populace, adversaries in direct contact, and potential
adversaries that are watching U.S. actions as well.

The argument for avoiding a separation and ignoring the concerns
is as follows: The stigma of having a function, cell, or people who may
use information differently for each target should not be a reason to
create seams in the Army organization if the ultimate goal is mission
accomplishment. Unless there is a prevailing case against it, the ques-
tion remains: Why not capitalize on the potential unity of effort that
could resule?

Option 3: Combine the Two Areas but Abandon the Black

A third option is to integrate inform and influence, and PA and
MISO, with some constraints. This course of action would require that
MISO (formerly PSYOP) abandon its black toolbox and use only truth-
ful information and attribution.!® (This is not much of a change; the
vast majority of MISO efforts in contemporary operations are wholly

9 Information engagement is the integrated employment of PA to inform U.S. and friendly
audiences; MISO, combat camera, U.S. government strategic communication and defense
support to public diplomacy, and other means necessary to influence foreign audiences; and
leader and soldier engagement to support both efforts.

10° A5 suggested by Elder (2010), “A way to ‘abandon the black’ in MISO (PSYOP) with-
out abandoning this tool completely is to doctrinally place the ‘black’ side of PSYOP into
MILDEC.”
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truthful.) The firewall would then be between MISO and residual
black PSYOPD, still dividing white from black, but now with PA and
“white hate” MISO on the same side. The relocated firewall would now
separate virtuous persuasion from manipulation and falsehood while
retaining both forms of capability. The two sides still require coordina-
tion, deconfliction, and integration.

Based on the results of our study, option 3 is the progressive
course of action that we tentatively recommend. More analysis and
study are needed to produce firmer conclusions regarding MISO
and PA consolidation. Specifically, the aforementioned concern about
creating the perception that DoD or the Army might be seeking to
inappropriately influence the American people under such a construct
must be addressed.






CHAPTER NINE
Conclusions and Recommendations

Today, the wireless and wired mediums are converging. Computer and
telecommunication networks are becoming one and the same. Trans-
mission of digitized packets over Internet-protocol networks is rapidly
supplanting the old technology (e.g., dedicated analog channels), par-
ticularly for information sharing and media broadcasting. In short, the
information environment is changing in fundamental ways, and Army
doctrine needs to change to accommodate those changes. The Army is
aware of many of the challenges in this area, and it is in the process of
pursuing change. As noted earlier in this monograph, 10 is a “moving
target,” and several changes had been implemented or were under way
at the time of its publication in 2012. Important questions and impor-
tant decisions remain, however.

This monograph identified the implications of these trends and
reconsidered the resulting boundaries of Army cyber operations in par-
ticular and information warfare more broadly.

Authorities for Cyber and EW Are Currently Not the Same

Today, there is a difference in the existence, understanding, and use
of authorities between offensive EW (e.g., ES and EA) and offensive
CNO (e.g., CNE and CNA). The use of EW capabilities at all echelons
has precedent. For cyber to enjoy the same level of permission, under-
standing, and use, many policy changes are needed. In addition, train-
ing will have to be commensurate. Other differences exist with respect

83
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to the classification levels and authorities currently used for certain EW
operations compared to CNO.

This is understood in the Army (see TRADOC Combined Arms
Center, 2009) and will require more time. Therefore, we caveat our rec-
ommendations by stating that we assume that the proposed doctrinal
changes we recommend will be implementable. It is worth noting that
a capability can be organic to a tactical unit even if the authority to use
it rests at the highest echelons. An example is a tactical nuclear weapon.

Challenges and Practical Considerations

This monograph would not be complete without discussing the prac-
ticality of implementing now some of the doctrinal changes proposed
into operational capabilities. Throughout, we discussed some difficul-
ties with operationalizing the doctrinal changes recommended. We
summarize them in Table 9.1. Still, the “RF aperture” will increasingly
be an entry point for CNA/CNE.

As a result, we conclude that EW and CNO could and should
eventually share the same people, process, and technology to avoid
duplication of effort or working at cross-purposes, at least at some
point in the near future. We understand that the Army has already
instituted some changes moving in this direction. The same can be said
for EMSO, as well as certain aspects of intelligence operations.

Doctrinal Reorganization

Figure 9.1 illustrates our conclusions with respect to doctrinal reor-
ganizations. Under this taxonomy, IW would have two subdivisions:
information technology operations and information and influence
operations. This organization explicitly recognizes the fundamental
difference in targets and methods. The old organization of CNO and
EW would fall under information technology operations, organiza-
tionally formalizing the convergence of the two disciplines. We would
add EMSO to information technology operations. We place both
MISO and PA under inform and influence operations, recognizing the
close relationship between them and the need for close coordination.
MILDEC resides under inform and influence operations but is fire-



Table 9.1

Conclusions and Recommendations 85

Challenges, Practical Considerations, and Potential Resolutions

Challenges

Practical Considerations

Potential Resolutions

Authorities for
cyber and EW are
currently not the
same

Existence of
black vs. white
information
barriers among
influence
operations

Personnel
constraints

Speed and process
for change for
joint doctrine and
Army IO doctrine

What to do with
FA30

This tension is not likely to be
resolved immediately (short
term); new legal authorities
for the use of certain cyber
operations at the operational
and tactical levels remain
debatable for now.

Arguments remain for a need
for some amount of black
information capabilities.

Currently, a zero-sum
constraint with regard to
billets for all areas related to
IW has to be assumed.

Joint doctrine in 10 is being
reconsidered and potentially
being cemented. Joint
doctrine requires a broader
consensus and is not likely to
change again for some time.

Existing FA30 (10O) officers
are used in the field today
based on training dictated by
existing (but old) doctrine.

Authorities’ issues have been
flagged at high levels in the
Army, DoD, and the U.S.
government. They can be
resolved in the future, enabling
EW and cyber to move closer
from an operational standpoint.

Black information can be
exclusively MILDEC.

Transfers and retraining will
support personnel needs.

The projected joint |10 definition
is expected to be finalized soon,
and drafts suggest that the
definition is broad enough to
support further refinement in
Army doctrine in the manner
we recommend.

Current 10 officers can be
retrained, and retasking future
ones can use modified FA30
training requirements.

walled off from other capabilities and included only to ensure decon-
fliction and coordination.

Information Warfare Cells Are Needed at the Strategic,
Operational, and Brigade-and-Below Levels

Existing IO cells are vital but should transform into what we call
IW cells, staffed with specialists in both the psychological and tech-
nical realms (e.g., EW, MISO, CNO specialists). With regard to
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Figure 9.1
Suggested 10 Reorganization

Information environment

Psych and tech realms still
work together to influence Information warfare operations
information environment
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[W activities, these personnel will need to be able to plan, operate,
and integrate all ['W-related activities and help direct the actions of
operators—MISO teams, civil affairs teams, associated EW assets, and
$0 on.

Such cells will be necessary for supporting the commander in
making the proper trade-offs and evaluations of the following issues:

* cyberspace gain or loss
* information gain or loss
* EMS gain or loss.

Like today’s 1O cells, IW cells are needed at all echelons.

For operational purposes, EW is planned to be a part of the fires
cell as a fires warfighting function. This is just one course of action
and another argument with historical precedent: EW has been sup-
ported under the intelligence warfighting functions or cells in the past.
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Reviews of how well this arrangement worked are, at best, mixed. This
monograph is agnostic on the subject of such courses of action.!

Some Cross-Training Is Needed, but Technology and
Content Areas Require Specific Expertise

For the sake of efficiency, cross-training is needed, i.e., personnel with
more than one specialty. But there is a limit to this cross-training. Those
areas that fall within the psychological realm need focused expertise
(see Table 9.2). The same is true for the technical realm. In other words,
those trained in the technical realm (e.g., to deliver content) cannot be
expected to cross-train into the psychological realm (e.g., to develop

Table 9.2

Information Warfare: Realms of the Possible, Renamed

Category Psychological Realm Technical Realm
Functional areas, MISO, PA, aspects of EA, EP, ES, CNA, CNE, SIGINT, EMSO,
subareas MILDEC IA, operating and maintaining

networks (network operations),
aspects of MILDEC, aspects of

OPSEC
Target People Machines
Realms renamed Inform and influence Information technical operations
operations (l10) (ITO) or cyber-electronic operations

I Elder (2010) explains that

the communications community has traditionally been the technical provider of infor-
mation services, which were then used by the intelligence and operations communities.
Now that the intelligence community has begun to play a major role in the technical
aspect of the information environment, this has led to organizational changes to lever-
age these competencies. One of the questions for the Army (and other services) is the
following: Does technical expertise lead to operational expertise? Ultimately, the Army
(and others) must decide on the best way to integrate operations in (and through) the
information environment with traditional military ops. This is a process question which
should inform organizational decisions; however, in our hierarchical society, it is easier
to organize first and then challenge the new organization’s leader to develop the pro-
cesses; however, the processes are then typically confined to the resources available to the

organization rather than those available in the enterprise.
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information content), and vice versa. Along these lines, it is vital to
avoid the misuse of personnel (i.e., people tasked to do things they are
not trained to do).

There are limits to consolidation in any of the individual realms.
As documented by Porche et al. (2010) lessons learned from the net-
work operations community show that dual-hatted IA personnel are
left little time to focus on security demands compared with their pri-
mary tasks, like maintaining connectivity of the network. Similarly,
businesses and organizations with IT staff experience the same person-
nel issues: System administrators have little time (and sometimes little
motivation) to function dually as network defenders. In short, not all
of the tasks in the technical realm can be consolidated. Furthermore,
the large signal corps currently dedicated to operating and maintaining
LandWarNet needs to remain single-purposed.

Doctrine Needs to Be Revised

The existing doctrine for IO (FM 3-13) has to be revised. Because there
are genuine disputes regarding both the terminology and the concepts
of 10, simple clarification will not resolve them. Decisions must be
made. We know that the Army is again attempting to revise FM 3-13
(after a similar such attempt in 2009). Should the Army succeed in
reaching consensus and advancing this new doctrine, many of the
questions (posed genuinely as questions) in this monograph may be
more definitively resolved.

OPSEC and MILDEC: What to Do
Unlike the other traditional pillars of IO, MILDEC and OPSEC are

both “phantom” capabilities. That is, there is no force structure dedi-
cated to MILDEC or OPSEC. They could be moved out of IO doc-
trine. Justification for such a change is as follows.

Regarding MILDEC, certain aspects of EW and CNO do include
MILDEC, but it is exclusively tactical (and technical) MILDEC.
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When MILDEC is operational or strategic, it is planned and staffed at
the commander’s discretion. Significant operational deception requires
integration well beyond the traditional IO domain and certainly
includes maneuver elements; it has to be under mission command. EW
and CNO could certainly support such broader MILDEC efforts, but
no more or less than any other capability in the commander’s toolbox.

OPSEC s also a capability without structure. OPSEC should
be everyone’s responsibility. It has suffered because it has been nested
under IO, which makes it easy to ignore.

The Army Needs to Develop a Cadre of Cyber-Electronic
or Cyber-Electromagnetic Warriors with a Dedicated
Career Path

The Army eventually needs to either create a new cyber-electronic or
cyber-electromagnetic? career management field or transform an exist-
ing one to support all the technical realms of IW. This would serve
as a first step toward a new branch for cyber-electronic warriors that
can cover the technical functional areas we describe. This grouping
includes EW and spectrum managers and falls within the technical
realm of IW.?> A similar argument can be made for the psychological
realm.

In terms of expanding an existing field, EW should be a prime
candidate. Spurred by the operational needs to counter RCIEDs, the

2 This could be called “spectrum-electronic.”

3 The signal corps’ MOS 25E enlisted specialty for spectrum management was created a
number of years ago. Prior to the creation of this specialty, noncommissioned officer spec-
trum managers were tracked only with a skill identifier attached to a preexisting MOS. The
skill identifier for enlisted personnel (for spectrum managers) was not found to be satisfac-
tory because these spectrum managers were often retasked outside of the spectrum specialty.
There is a skill identifier for commissioned officers, but it is dormant.

In the case of EW, the Army recently created a new career management field that provides a
new MOS for officers, warrant officers, and enlisted personnel. Hundreds of billets (greater
than 3,000 personnel) have been created, although not all have been filled. The specific
career management field identifiers for EW are to be FA29 for officers, MOS 290A for war-
rant officers, and MOS 29E for enlisted personnel.
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Army invested in its own EW corps (Jordan, 2009) several years ago
by putting in place a new EW career field. Hundreds of billets have
already been created, and the training pipeline has begun to be filled.
It is hoped that these operators can fulfill broad responsibilities, includ-
ing some of the following areas in the technical realm:

e disrupting enemy communication (Vanden Brook, 2007)

* ensuring U.S and coalition troops can talk to one another (Vanden
Brook, 2007)

* preventing the enemy from knowing what friendly forces are
doing (Vanden Brook, 2007)

* Being the “go-to people for commanders wanting to know how
they can exploit the electromagnetic spectrum tactically across
their operations” (Jordan, 2009).

The importance of sustained career paths in these areas, like the
ones developed for EW, cannot be overstated. This would allow per-
sonnel to receive repetitive assignments to hone proficiency. In particu-
lar, a cadre of cyber-electronic specialists, i.c., strategists, is needed to
continuously develop new ways to apply cyber-electronic power and
new tactics, techniques, and procedures at all echelons.

From a personnel standpoint, the main objective is a career path-
way enabling a balanced force of intelligence, technicians/signal, and
operations to ensure that diverse, flexible, and operationally feasible
solutions are available for implementation without seams. An example
of a long-term plan needed for a “sustained path” is found in the Navy,
as documented in Appendix F of this monograph.

4 A 29-series MOS that will include officers, warrant officers, and enlisted personnel.
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Future Work

Considering Whether Network Operations Should Be
Organizationally Separate

A key question remains: Where do traditional network operations (as
defined in FM 6-02.71) best fit in the technical realm? We argue that in
a cyber-electromagnetic contest, network operations fit everywhere and
nowhere. Portions fit in the technical realm—to an extent—and por-
tions fall into the psychological realm. But overall, network operations
are probably best considered a separate entity. Simply put: Networks
are the superstructure for cyber operations. The Army depends on its
networks for its own communication and situational awareness needs.
From a practical standpoint, such efforts are too substantial to ever be
enveloped by any other construct. Network operations require an order
of magnitude more personnel than all other technical areas. Concepts
of such operations tend to focus more on the user than on ambiguous
threats, which is both a curse (see Porche et al., 2010) and a blessing.
In summary, the planning, engineering, installation, operation, and
maintenance of a network at the enterprise and tactical levels is a sub-
stantial, continuous effort: It is an area unto itself.5 This is something
that requires more study and was beyond the scope of our research.

Considering Capability Integration from a Process Standpoint

As suggested to us by our reviewers (especially Elder, 2010), it would
be useful to explore the integration of the capabilities in the functional
areas from a process standpoint rather than an organizational one. The
purpose would be to examine the synergistic impact of cyber-electronic
operations unencumbered by traditional, hierarchical structures.

> Elder (2010) notes that “networks are also the foundation for psychological (social, cog-
nitive) interactions as well as the physical connections of machines and people. However,
the premise that NETOPS ‘is an area unto itself’ is an important point. It is a technical
specialty historically associated with the communications community, and while integration
with intelligence and operations is critical, it is neither intelligence or operations.”
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Existing Terminology, Doctrine, and Ongoing
Studies

Electronic Warfare

JP 3-13.1 defines EW “as any action involving the use of electromag-
netic (EM) or directed energy (DE) to control the electromagnetic spec-
trum (EMS) or to attack the enemy” (U.S. Joint Chiefs of Staff, 2007).
According to JP 3-13.1, the three components of EW are EA, EP, and
electronic warfare support. The EW CBA, issued by the TRADOC
Analysis Center, added a fourth component: EWI.

Spurred by the operational needs to counter RCIEDs, the Army

decided to invest in its own EW corps several years ago by putting in
place a new EW career field (Jordan, 2009).! It is hoped that these
operators can fulfill broad responsibilities, including

disrupting enemy communication (Vanden Brook, 2007)
ensuring that U.S and coalition troops can talk to one another
(Vanden Brook, 2007)

preventing the enemy from knowing what friendly forces are
doing (Vanden Brook, 2007)

being the “go-to people for commanders wanting to know how
they can exploit the electromagnetic spectrum tactically across
their operations” (Jordan, 2009).

A 29-series MOS that will include officers, warrant officers, and enlisted personnel.
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In addition to the career field, EW has its own school, training,
and manpower structure in the Army.? Hundreds of additional billets
have been allocated to provide EW support across the echelons. The
convergence trend described here suggests that EW operators are fun-
damental to conducting cyber operations.

EA uses electromagnetic, directed-energy, and antiradiation
weapons to attack personnel, facilities, or equipment with the intent
to degrade, neutralize, or destroy enemy capability. EA is considered
a form of fires and includes offensive and defensive countermeasures.
Examples of offensive EA includes jamming an adversary’s command-
and-control system, using antiradiation missiles to suppress air defense,
using directed energy to disable adversary’s equipment or capabilities,
and employing electronic deception techniques to confuse an ene-
my’s intelligence, surveillance, and reconnaissance system. Defensive
EA actions include the use of flares, jammers, towed decoys, counter-
RCIED systems, and other assets for self- and force protection (U.S.
Joint Chiefs of Staff, 2007).

ES or EP activities seek to protect personnel, facilities, and
equipment from the effects of friendly or enemy use of the EMS that
degrade, neutralize, or destroy friendly combat capability. Examples
of EP activities include spectrum management, EM hardening, emis-
sion control, and use of wartime reserve modes. Electronic protection
actions attempt to ensure friendly use of the EMS through tactics as
frequency agility in a radio or variable pulse repetition frequency in
radar (U.S. Joint Chiefs of Staff, 2007).

EWS is actions tasked by operational commanders to search for,
intercept, identify, and locate sources of intentional and unintentional
radiated electromagnetic energy in order to recognize threats and to
target, plan, and conduct operations. ES data can be used to produce
SIGINT, provide targeting for electronic or destructive attack, and
produce measurement and signature intelligence (U.S. Joint Chiefs of

Staff, 2007).

2 This training was initially a “tactical course” that was a three-week session at Fort Hua-
chuca, Arizona. It focused on training soldiers at the battalion level and below. At the bri-
gade level and higher, a six-week “Operational Course” existed at the Fort Sill, Oklahoma.
(See Kruzel, 2007.)
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Table A.1 shows the details of the aforementioned divisions as
outlined in Army doctrine (HQDA, 2009).

The U.S. Army EW Integrated Concept Development Team first
introduced the nondoctrinal term EW integration. EW1I refers to capa-
bilities that synchronize and coordinate EW into the commander’s
overall campaign or operations plan. The vision is for EW operations
to support all key operational ideas across the full spectrum of war.
The key operational ideas are shaping and entry operations, decisive
maneuver, operational maneuver from strategic distances, concurrent
and subsequent stability operations, network battle command, distrib-
uted support and sustainment, and intratheater operational maneuver

(TRADOC, 2007).

Electromagnetic Spectrum Operations

EMSO involves planning, operating, and coordinating the use of
EMS. The objective of EMSO is to enable spectrum-dependent devices
and systems to operate in their intended environment without caus-
ing or suffering frequency fratricide. The four components of EMSO
are spectrum management, frequency assignment, policy implementa-
tion, and host-nation coordination. EMSO supports the six warfight-
ing functions of command and control, intelligence, fires, movement
and maneuver, protection, and sustainment through the full spectrum
of war (U.S. Army, 2010).

Spectrum management strives to allocate and manage the use of
spectrum to ensure that users’ spectrum requirements are met without

Table A.1

EW Functional Divisions

Division Details

Electronic attack Electromagnetic jamming, electromagnetic deception,

directed-energy and antiradiation weapons, expendables
Electronic protect Spectrum management, EW hardening, emission control

Electronic warfare Threat warning, collection supporting EW, direction
support finding
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creating frequency fratricide. Spectrum management consists of many
tasks, such as evaluating and mitigating electromagnetic environmen-
tal effects, managing frequency records and databases, deconflicting
frequencies, frequency interference resolution, allocating frequencies,
and EW coordination (U.S. Army, 2010).

Frequency assignment involves the requesting and issuance of
authorization to use frequencies for specific devices or systems, such as
a combat net radio network, remotely piloted vehicles, or line-of-sight
networks (U.S. Army, 2010).

The commercial and governmental bodies of the world use and
depend on the EMS. Implementation of policies to regulate and coor-
dinate its use among various users is vital to the effective and eflicient
use of this limited resource. At the global level, the International Tele-
communications Union coordinates the use of spectrum every two to
three years at the World Radio Communication Conference. In the
United States, the Military Communications-Electronics Board is the
main coordinating body for spectrum policies in DoD. The primary
mechanism for allocating and enforcing proper use of the spectrum
among DoD systems is the J/F 12 Spectrum Certification process.
All systems and equipment that emit or receive Hertzian waves must
submit a DD Form 1494, Application for Equipment Frequency Allo-
cation (U.S. Army, 2010).

The EMS is partitioned and allocated to each nation, and each
nation has sovereignty over its spectrum. Transmissions within a coun-
try are subject to that country’s regulations and evaluation of potential
interference with local users. The use of military and commercial sys-
tems inside host nations requires lengthy coordination and negotia-
tions to reach approval and certification status (U.S. Army, 2010).

Information Assurance

IA is defined as

Measures that protect and defend information and information
systems by ensuring their availability, integrity, authentication,
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confidentiality, and non-repudiation. This includes providing for
restoration of information systems by incorporating protection,
detection, and reaction capabilities. (U.S. Department of Defense
Directive 8500.01E, 2007)

Distinction Between Information Assurance and
Computer Network Defense

IA applies more broadly to information and information systems.?
According to section 5.3 in U.S. Department of Defense Instruction
8500.2 (2003), CND constitutes the “operational component of IA.”
Some contend that the “fundamental difference between IA and CND
is not in the context of friendly operations [but] in the context of enemy
operations” (Stern, 2008). Nonetheless, it is often the case in the broad
literature that IA and CND are used interchangeably. According to
Stern (2008), this is also true for the Army.

IA is more general, in part because it includes many of the non-
materiel aspects of securing the Army’s portion of cyberspace (e.g.,
policy, compliance, best business practices). CND is more focused on
the computer and network itself, as well as on operational capabilities
to support missions to actively defend computers and networks, espe-
cially in real time or near real time. One viewpoint that reflects some
operators is this: It is vital for the Army (e.g., TRADOC) to clearly
distinguish the two.

The Army must establish a distinction between Information
Assurance and Computer Network Defense. . . . [TThis will also
help facilitate the definition of roles and responsibilities between
[network operations] and [information operations]. This will help
to bring about an understanding for the need for both terms, how
they integrate, and redefine them to line up with standard mili-
tary doctrine. (Stern, 2008)

3 This is relative to CND, which, according to JP 3-13, “involves actions taken through the
use of computer networks to protect, monitor, analyze, detect, and respond to unauthorized
activity within DOD information systems and computer networks” (U.S. Joint Chiefs of
Staff, 2006a).
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Public Affairs

According to JP 3-61, PA provides information to domestic and inter-
national audiences and contributes to global influence and deterrence
of attacks (U.S. Joint Chiefs of Staff, 2010a). This guidance does not
distinguish between adversaries and U.S. audiences; it includes both.
Army Field Manual 46-1 says, “PA operations are directed toward U.S.
forces and U.S. and international media” (HQDA, 1997b, p. 13). The
target audiences may differ, but the consistency of messages is impor-
tant to credibility. PA focuses on truth and credibility and must be

fact-based.

Knowledge Management

Defining Knowledge Management

Knowledge management largely encompasses people, processes and
technology; it uses information requirements and analysis to produce
relevant information.

Aspects of knowledge management are discussed in doctrine for
network operations, in particular (i.e., FM 6-02.71, Network Opera-
tions; HQDA, 2010b). The topic is covered more generally in opera-
tions doctrine (i.e., FM 3-0, Operations; HQDA, 2008a). In doctrine
for network operations, it is called information dissemination manage-
ment/content staging. This concept focuses on the technical side of
knowledge management (i.c., systems, software, graphical user inter-
faces, shareportal construct, format, and access).

Encompassing these technical means is the “art of knowledge
management.” As described in FM 3-0 (2008), it is the effort to improve
situational understanding (e.g., “paint the picture”) sufficiently to aid
decisionmaking. FM 3-0 sums it up best: “Effective knowledge man-
agement requires effective information management.” We summarize
knowledge management as follows:

Knowledge management is the art and science of improving situa-
tional awareness and preventing information overload to a sufficient
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degree to support actions and decisions dynamically across the entire
organization.

Personnel Issues
There are personnel assigned knowledge management duties:

The KM section reports directly to the chief of staff or execu-
tive officer. The section may contain the following positions: a
KM officer, an assistant KM officer, a KM noncommissioned offi-
cer, and content management specialists. Section member duties
and responsibilities depend on the number of Soldiers assigned
to the section. This number also determines how many functions
the section can accomplish. Not all positions described here may
be authorized or required at a given echelon. (HQDA, 2008b,
Chapter 2)

Obviously, the knowledge management function needs attention.*
While the knowledge management officer does not work for the FA30,
this person is relevant to IO tasks.

New Doctrine, Recent Decisions, and Ongoing Study
Efforts

TRADOC Memorandum
In 2009, GEN Martin Dempsy, commanding general of TRADOC,
authored a memorandum to the Army Vice Chief of Staff recommend-
ing a way forward for cyber operations, EW, and IO. In the memo, he
concluded the following:

1. The cyber-EW-IO vocabulary in use today is adequate—but
will become increasingly inadequate—to describe future chal-
lenges brought about by the rapid acceleration taking place in

4 Elder (2010) notes, “Knowledge management is a key aspect of mission assurance.
Knowledge Management is not given enough attention operationally or administratively; it
will grow in importance to match the explosion in information which must be processed to
develop useful knowledge.”
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commercial IT and adversaries’” capabilities to use and adapt it
to their purposes.

2. Future challenges require a new conceptual framework that
spans three interconnected dimensions: contest of wills, strate-
gic engagement, and the cyber/electromagnetic contest.

3. 'This framework is a way forward to enable the future force to
meet the demands of full-spectrum operations in an operational
environment characterized by complexity, rapid changes, and
hybrid adversaries that will function in both major combat and
I'W scenarios.

Electronic Warfare Capability-Based Assessment

The EW CBA foreshadowed the TRADOC memo in that it explicitly
recognized the limitations imposed by then—joint and Army EW policy
that segregated EW as a separate field, precluding its combined consid-
eration with SIGINT and CNO (TRAC, 2007). The result precluded
taking full advantage of their synergies. Properly done, the intercon-
nected framework should enable the use of such synergies.

Cyberspace Operations Concept Capability Plan

The cyber operations concept capability plan (TRADOC, 2010a) was
the next step in exploring the new framework outlined in the Dempsey
memorandum. The plan’s intent is to

develop a common understanding of how technological advance-
ments transform the operational environment, how leaders
must think about cyberspace operations, how they should inte-
grate their overall operations, and which capabilities are needed.

(TRADOC, 2010a)

The Army cyberspace concept capability plan (TRADOC,
2010a) views cyber operations as a means of leveraging cyberspace and
the EMS and thereby prevailing in the cyber/electromagnetic contest.
It defines four components for cyber operations:

* cyber situational awareness
* cyber network operations
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* cyber warfare
* cyber support—enabling capabilities and approaches.

The Cyber/Electromagnetic CBA

Of the three dimensions described by Dempsey (contest of wills, stra-
tegic engagement, cyber/electromagnetic contest), an ongoing CBA is
addressing the third. It intends to focus on “gaining and maintaining
an advantage in the converging mediums of cyberspace and EMS™

(TRADOC, 20104).

> Another CBA is being planned for the other dimensions—contest of wills and strategic
engagement—that will focus on how commanders and staffs orchestrate and leverage infor-
mation power to achieve their objectives.






APPENDIX B
Information Operations in Doctrine

Currently, IO is defined as

the integrated employment, during military operations, of
information-related capabilities in concert with other lines of
operation to influence, disrupt, corrupt, or usurp the decision-
making of adversaries and potential adversaries while protect-
ing our own. (Gates, 2011)

IO grew out of emergent thinking in the 1990s that was con-
cerned with what, exactly, information-age warfare would look like.
What began in doctrine as C2W (CJCSI 3201.01, 1996) was part of
a broader construct—information warfare—and ultimately evolved
into information operations. C2W was built around an emphasis on
the role of information and information technology in friendly and
adversary OODA loops (Coran, 2004) and was based on the reason-
ably sound notion that focused efforts to corrupt or slow an adversary’s
OODA loop (while protecting that of the United States) would lead to
operational advantages.

In 1996, C2W was defined in joint doctrine as

the integrated use of psychological operations (PSYOP), mili-
tary deception, operations security (OPSEC), electronic warfare
(EW), and physical destruction, mutually supported by intel-
ligence, to deny information to, influence, degrade, or destroy
adversary C2 capabilities while protecting friendly C2 capabili-
ties against such actions. (CJCSI 3201.01, 1996)

103
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The parallels between the definitions of C2W in 1996 and 1O in
current doctrine are striking. While the concept and practice of IO has
eclipsed its origins in C2W, the definition has not yet done so.

Interestingly, also in 1996, the Army released doctrine for 10, FM
100-6. That publication explicitly and intentionally considered IO to
be broader than just C2W:

Joint Pub 3-13.1 states that beyond the five fundamental ele-
ments of C2W “other capabilities in practice may be employed as
part of C2W to attack and protect.” The Army recognizes that
C2W is the joint reference point for IO when working with the
joint staff and other services in the realm of IW. However,
the Army interprets this new paradigm more broadly and recog-
nizes the more comprehensive integration of other information
activities as fundamental to all 1O; hence the term operations,
which includes specifically C2W, CA, and PA. (HQDA, 1996,
p. 3-0,fn 1)

Army doctrine in 1996 offered this definition of 10:

continuous military operations within the military information
environment that enable, enhance, and protect the friendly force’s
ability to collect, process, and act on information to achieve an
advantage across the full range of military operations; informa-
tion operations include interacting with the global information
environment and exploiting or denying an adversary’s informa-

tion and decision capabilities. (HQDA, 1996, Glossary-7)

While still sharing the focus of C2W on adversaries and OODA
loops, this 1996 Army definition was much broader (and discussed
more broadly in the text) than the first joint definition of 10, released
in 1998.

In 1998, the first edition of JP 3-13, Information Operations, was
released. The scope was once again considerably narrowed when this
first edition of JP 3-13 defined IO as “actions taken to affect adversary
information and information systems while defending one’s own infor-
mation and information systems” (U.S. Joint Chiefs of Staff, 1998).
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This brought the concept squarely back in line with its roots in
C2W, roots that continue to leave a significant legacy in the doctrine,
if not in the practice, of 10.

The 2003 Information Operations Roadmap

The year 2003 was big for IO. October of 2003 saw the release of Sec-
retary Rumsfeld’s Information Operations Roadmap (classified at that
time), and November of 2003 saw the release of FM 3-13, Informa-
tion Operations, replacing FM 100-6. The 2003 IO Roadmap was a
response to the 2001 Quadrennial Defense Review identifying IO as
one of six critical operational focal points for transformation in DoD.
The goal of the roadmap was to advance “information operations as a
core military competency” (DoD, 2003, p. 1). The roadmap advocates
a “common understanding of I0” and offers a definition to be included
in joint doctrine and DoD directives on 10:

The integrated employment of the core capabilities of electronic
warfare, computer network operations, psychological operations,
military deception, and operations security, in concert with speci-
fied supporting and related capabilities, to influence, disrupt, cor-
rupt or usurp adversarial human and automated decision making
while protecting our own. (DoD, 2003, p. 11)

This is the same definition that appears in the 2006 version of
JP 3-13 and the current joint definition.

Even in 2003, there was concern about the lack of a shared under-
standing of IO in DoD. The roadmap notes, “The Services, combatant
commands and Agencies do not have a common understanding of I0”
(DoD, 2003). One of the goals of the roadmap was to move toward a
common understanding of IO. That remains an important goal.
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Field Manual 3-13 (2003)

In the November 2003 version of FM 3-13, Information Operations, 10
was defined as

the employment of the core capabilities of electronic warfare,
computer network operations, psychological operations, mili-
tary deception, and operations security, in concert with specified
supporting and related capabilities, to affect or defend informa-
tion and information systems, and to influence decisionmaking.”

(HQDA, 2003)

This definition was new to Army doctrine at that time but was
“current with joint initiatives” (i.e., the IO Roadmap). This was a break
from previous Army doctrine and saw the breadth implied in the 1996
version of FM 100-6 locked down to correspond with the direction
laid out in the IO Roadmap. The only difference between this defi-
nition and the roadmap definition (still current today) is at the very
end; what was in 2003 “to affect or defend information and informa-
tion systems, and to influence decisionmaking” is now “to influence,
disrupt, corrupt or usurp adversarial human and automated decision
making while protecting our own.”

Joint Publication 3-13 (2006)

The 2006 version of JP 3-13 superseded the 1998 version and made
changes such that it “[a]ligns joint information operations (IO) doc-
trine with the transformational planning guidance as specified by the
30 October 2003 Department of Defense Information Operations
Roadmap” (U.S. Joint Chiefs of Staff, 2006b, p. iii). The five core
related capabilities remained unchanged, though some shuffling, addi-
tions, and changes were made in the supporting and related capabili-
ties. “Strategic communication” appears in joint doctrine for the first
time, with a list of capabilities that can support strategic communica-
tion (PA, defense support to public diplomacy, and IO) and a short dis-
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cussion of the importance of an integrated information strategy (U.S.

Joint Chiefs of Staff, 2006b, p. I-10).

Field Manual 3-0 (2008)

In February 2008, the Army released a revision of FM 3-0, Operations
(HQDA, 2008a). This document made some fairly significant doctri-
nal changes to how the Army views and treats information. First, infor-
mation was elevated to be one of the elements of combat power, along-
side leadership, protection, movement and maneuver, intelligence,
fires, sustainment, and command and control (HQDA, 2008a, p. 4-1).
Though an element of combat power, information was not considered
a “warfighting function,” a decision that is once again under consider-
ation at this time.

In Chapter 7, “Information Superiority,” the 2008 version of
FM 3-0 decomposed information into five distinct Army information
tasks: information engagement, C2W, information protection, OPSEC
and MILDEC (HQDA, 2008a, p. 7-2).

Beyond simply specifying these separate tasks, the biggest practi-
cal change was in how responsibility for these efforts was assigned to
staffs. Gone was the assignment of all these traditional IO roles to a
single 1O staff component.

Consisting of a blend of PA, FA30, and MISO personnel, infor-
mation engagement is the staff responsibility of the G-7. EW and CNO
form the C2W cell under the fires support coordinator. Information
protection, formerly IA, remains with the G-6; OPSEC belongs to G-3
Protect, and MILDEC to G-3 Plans (Rosin, 2009). This, too, remains
hotly contested.

The 2009 Attempt to Revise FM 3-13

In February 2009, the IO Proponent Office at the TRADOC Com-
bined Arms Center released a draft of FM 3-13, provisionally titled
Information, for Army-wide staffing (Henderson, 2009, p. 4). The draft
was synchronized with the 2008 version of FM 3-0, and listed the
same five information tasks: information engagement, C2W, informa-
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tion protection, OPSEC, and MILDEC. Where it broke new ground
was in specifying three operational challenges that commanders will
face in full-spectrum operations.

These challenges are (1) maintaining the trust and confidence of
home and allied publics while gaining the confidence and support of
local publics and actors; (2) winning the psychological contest of wills
with adversaries or potential adversaries; and (3) winning the contest
for the use of information technology and the EMS (Whisenhunt,
2009, p. 29).

The draft doctrine was intended to expand “the Army’s approach
to the use of Information beyond ‘information operations™ (Hender-
son, 2009, p. 4). It echoed the contentious staffing changes for 10 and
related capabilities that were advocated in the 2008 draft.

The 2009 draft was lauded by some and reviled by some. As the
director of the IO Proponent Office noted, “Responses to the Initial
Draft have ranged from publish now to start over” (U.S. Army Infor-
mation Proponent Office, 2009a). “Start over” won out, with the draft
first delayed by TRADOC’s GEN Martin Dempsey and then canceled
altogether (Gould, 2009).

Proposed Changes to FM 3-0 in 2010

Although FM 3-0 was revised in 2008, there is a new draft revision
circulating as of this writing. The draft’s revision notes indicate signifi-
cant changes in two areas: the mission command warfighting function
and information tasks. The April 30, 2010, circulating draft revision of
FM 3-0 retains the 2008 concept of “information tasks” but changes
from five Army information tasks to only two: inform and influence
activities, and cyber-electromagnetic activities. These tasks are explic-
itly integrated into full-spectrum operations:

In an environment saturated by information, messages, themes,
and actions are inextricably linked. Effective Full Spectrum
Operations require integrated themes and messages, synchro-
nized with actions. The most powerful message that Soldiers send
is their actions on the ground. (HQDA, 2010a, p. 7-1)
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One of the significant changes in the new draft is the creation of
the “mission command” warfighting function, and one of the signifi-
cant discussions surrounding the drafting process is whether “infor-
mation,” in addition to being an element of combat power, should be
a warfighting function. The drafters conclude that no, information
should not be a warfighting function; instead, they assign many of the
functions that would go into an information warfighting function to
the mission command warfighting function. This affects the proposed
staffing arrangement, in which an inform and influence section reports
directly to the Army Chief of Staff, as does the cyber-electromagnetic
section (HQDA, 2010a, Sec 7-53 and 7-54). Figure B.1 contrasts the
elements of combat power in the 2008 version of FM 3-0 with the pro-
posed revision.

2010 PSYOP Name Change

In June 2010, the name of the PSYOP function was changed to mili-
tary information support operations, or MISO (Csrnko, 2010). Pre-
sumably, this was done because of problems stemming from the impu-
tation of evil manipulation that adhered to PSYOP. Admiral Eric T.
Olson, commander of U.S. Special Operations Command, indicated

Figure B.1
The Elements of Combat Power in FM 3-0, 2008 and 2010 Proposed Rewrite
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that this was more than just a name change; it “will be a complete
change in organization, practice, and doctrine” (Paddock, 2010, p. 1).

While this discussion is not directly related to IO, it is certainly
relevant. MISO is one of the core capabilities of traditional 10, and it
is the central military capability for influence messaging. Significant
changes in the organization, practice, and doctrine for MISO could
have a significant impact on this area’s relationship to IO.

Expected Action in Late 2010 and 2011

IO appears to be a moving target. There was a subpanel for IO for the
2010 Quadrennial Defense Review, which reportedly reexamined the
definition of IO (Kuehl, 2009, p. 6). As of this writing, there are several
[O-related studies under way and expected to be released in late 2010
or 2011. These studies include the Strategic Communication CBA, the
Joint IO Force Optimization Study, at least two MISO CBAs (one
for the reserve component and one for the active-duty component),
and the strategic communication and IO front-end assessment (“DoD
Launches POM-12 Study on Info Ops, Strategic Communication,”
2010).

In January, 2011, Secretary of Defense Robert Gates issues a mem-
orandum outlining a revised definition of 1O, with a greater focus on
integration. He stated that the definition in effect when this research
was conducted placed “too much emphasis on core capabilities” and
supported the “notion that the core capabilities must be overseen by
one entity. Joint doctrine now defines 1O as

the integrated employment, during military operations, of
information-related capabilities in concert with other lines of
operation to influence, disrupt, corrupt, or usurp the decision-
making of adversaries while protecting our own. (Gates, 2011)
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International 10 Developments

Given the confusion in the United States with regard to IO, perhaps it
is worth considering how such operations are defined by various allies.
The NATO definition is not that much different from U.S. definitions,
including the residual C2W focus on information processes and pro-
tecting those of the United States, but it does explicitly emphasize seek-
ing effects on the will and understanding and does specifically include
targets beyond an adversary:

Coordinated actions to create desired effects on the will, under-
standing, and capability of adversaries, potential adversaries and
other approved parties in support of Alliance overall objectives by
affecting their information, information-based processes and sys-
tems while exploiting and protecting one’s own. (NATO, 2007)

Similarly, the UK definition is very much in the C2W tradition,
targeting only adversaries or potential adversaries:

Coordinated actions undertaken to influence an adversary or
potential adversary in support of political and military objectives
by undermining his will, cohesion and decision-making ability,
through affecting his information, information-based processes
and systems while protecting one’s own decision-makers and
decision-making processes. (UK Ministry of Defence, 2002)

The Australian Army, however, seems to be moving away from
traditional IO constructs, replacing information operations with infor-
mation actions and considering this definition for the latter:

Actions conducted to influence target audiences in order to
achieve understanding, acceptance, and support of our actions
and aims, and to diminish the quality and speed of the adver-
sary’s decision making, while maintaining our own, to achieve
decision superiority. (Nicholas, 2008)
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The Australian Army does not view retention of the term informa-
tion operations as critical, but it does assert that retention of the under-
lying influence concept is paramount (Nicholas, 2008).

Congressional Pressure Concerning 10 and Strategic
Communication

Finally, part of the impetus for the recent flurry of activity in the realm
of IO and strategic communication is congressional pressure. There
has recently been concern that DoD IO and strategic communication
have been poaching on the Department of State’s traditional public
diplomacy mission and that DoD cannot adequately account for the
expenditures and effects of these operations (Armstrong, 2009). Con-
gress cut hundreds of millions of dollars from the 2010 defense budget
for IO (Gertz, 2009). Some defense officials continue to worry that
apparent confusion regarding 1O will give congressional appropriators
further excuses to cut funding for IO (Ambinder, 2010, p. 3).



APPENDIX C

Issues Regarding Information Operations as
Integration, Advocacy, and/or a Capability

In this appendix, we identify a series of issues that relate to the question
of whether IO should be about integration, advocacy, and/or a capabil-
ity in its own right. Key considerations include the following:

e traditional compared with nontraditional military activities
* access to the commander

e full integration and coordination rather than deconfliction
* combined arms integration.

Core Kinetic Activities Compared with Information
Warfare

One of the challenges that IO has faced (and no doubt part of the
impetus for the initial construct) is that the elements of information
warfare are not embedded in the development processes that all sol-
diers go through. Every Army officer understands the concept of fires,
the relevance and conduct of maneuver, the principles of combined
arms, the implications of different kinds of terrain, and the impor-
tance of logistics. What every officer does not necessarily intuitively
understand is the relationship of cyberspace to the battlespace, how
spectrum use is managed, and the cognitive effect on the target audi-
ence that will likely result from a certain scheme, maneuver, or set of
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rules of engagement.! As long as information capabilities and effects
remain outside the core of military training, there will be challenges in
integrating them with core kinetic capabilities.

In addition to the absence of IO from the Army’s military devel-
opment processes, planning and executing 10 differs substantially from
kinetic military activities. Consider first that IO involves a much larger
space of operations, in terms of both the variety of possible effects and
the capabilities available to produce them (Allen, 2007). The range of
both the time and space available to IO can be very broad most of the
time (Allen, 2007).2 The global information environment is, of course,
global, but it contains numerous local environments of grave impor-
tance to operations. Bits can fly in microseconds, but long-term influ-
ence objectives can take years to realize. Building on this theme, most
IO effects do not result from direct action, but create indirect effects,
sometimes second- or third-order effects (Allen, 2007). Finally, because
of varying timelines and the lack of direct effects, getting feedback on
IO effects can be particularly challenging (Allen, 2007). Traditional
battle damage assessment will not work for most information effects,
and measures of effectiveness can be difficult to conceive—and even
more difficult to connect to information activities.> These facts argue

strongly for the need for an information advocate or proponent as part
of the battle staff.4

1 Elder (2010) adds that “most officers understand the use of force to defeat an adversary

physically; however, few are comfortable with the concepts underlying the use of military
forces to alter adversary behaviors without engaging in combat.”

210 timelines can be quite short if a situation develops that requires the quick deployment
of either a PA message or MISO/civil affairs resources. The same is true if there is collateral
damage. An associated difficulty is that messages and themes (generally) must be coordi-
nated with preexisting guidance from higher echelons, and permission must be given for new
messages and themes (to ensure the deconfliction of messages).

3 For example, Helmus, Paul, and Glenn (2007, p. 47) state that “many Iraqi soldiers sur-
rendered at the outset of OIF. Was this due to the PSYOP leaflets dropped instructing them
to do so? Was it instead due to the impact of the coalition’s massive military might? Were
there other causes?”

4 'This is the function of the S7, if not the effects coordinator, fire effects coordination, etc.
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To some extent, the lack of an IO perspective in Army devel-
opment processes is a generational challenge (see Helmus, Paul, and
Glenn, 2007). Today’s young officers grew up embedded in cyber-
space and have a much better intuitive feel for the domain and its role
in warfighting. Those who have served at the company and battalion
levels in Iraq and Afghanistan have a profound sense of the impor-
tance of informing, influencing, and persuading combat and noncom-
bat audiences; understand that such efforts are central to the outcomes
of certain kinds of operations; and realize the importance of including
such considerations in operational design. As this generation matures
and rises through the ranks, and as doctrine, training, and professional
military education evolve to put additional emphasis on information
tasks and capabilities, more and more senior commanders will have
an information mindset. Eventually, IO will be a part of the core mili-
tary tradition. Until that time, if the Army values 10, it may need to
include some kind of information advocate at the right hand of the
commander, ensure that desired information goals are identified in
planning guidance, and ensure that the information effects of all oper-
ations (including the kinetic) are recognized and coordinated.’

Access to the Commander

Another issue that is relevant to the question of 1O as integrator, advo-
cate, or capability concerns access to the commander. Because the
commander is unlikely to be completely expert in the various capabili-
ties available to affect the information, cognitive, or cyber domains, he
or she needs access to such expertise. What is the best way to provide
this access?

5 As suggested by Elder (2010), “One can argue that, rather than an information advo-
cate, a commander requires a strategic communications ‘devil’s advocate’ to offer the com-
mander an assessment of how actions will be perceived, regardless of the accompanying
messages.” One aspect of IO is an assessment of how operations will shape the information
environment, even if no “planned” influence or inform operations are conducted or directly
intended.
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The current IO construct places the 1O officer (as the integrator)
above the IO capability personnel and between them and the com-
mander and the rest of the staff. As mentioned, IO officers are cur-
rently not required to have special expertise in any of the IO capa-
bilities, let alone all of them. While a smart and capable 1O officer
might recognize his or her own shortcomings and the needs of the
commander, and while that officer might regularly bring, for example,
a PSYOP (now MISO) officer to higher staff meetings or to meet with
the commander, another IO officer who simply follows the chain of
command and protects his or her own “ricebowl” might not. When
this happens, the commander may have a difficult time accessing rel-
evant expertise (Helmus, Paul, and Glenn, 2007). As a recent Military
Review article reports,

PSYOP officers rarely talk directly to commanders. Communica-
tion usually goes through the IO officer or strategic communica-
tion officer to the operations officer or chief of staff and then to
the commander. Too often, the commander talks directly to for-
eign populations without the aid of PSYOP units. (Rohm, 2008)

PA manages to avoid the extra bureaucratic layer (the IO layer)
between its capability and the commander in a way that the core 10
capabilities cannot. As the commander’s spokesperson, the PAO has
a special relationship with the commander, serving as a special staff
officer with direct access to the commander (as does, for example, the
commander’s staff judge advocate).S This seems like the perfect orga-
nizational location and relationship for an information advocate. The
Air Force and the Army experimented with placing PAO personnel
in the influence cell with good results (Elder, 2010). The 1/25 SBCT,
for example, used a PAO for quite some time. That person worked in
a support role in the joint information bureau at the Army’s National
Training Center and the Joint Readiness Training Center and coordi-
nated stories with the corps PAO on a regular basis in garrison. (See
Appendix E for a more detailed discussion.) In most units (brigade and

6 The special staff officer is a traditional way to provide the commander with direct access
to special expertise.
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below, but sometimes division), there is no PAO in garrison; the PAO
is attached on deployment only.

When deciding whether the role of 10 should be integration,
advocacy, or both, it is necessary to keep in mind the extent to which
commanders have access to the expertise they need. Depending on
the role chosen for IO in the future, based on the three core questions
here, future 1O officers may need different training, or they may need
to come from specific capability backgrounds (e.g., MISO, EW) to

adequately serve the new vision.

Full Integration and Coordination Rather Than
Deconfliction

In current doctrine, IO integrates the five core capabilities (along with
the related and supporting capabilities). To what extent do these capa-
bilities need to be fully integrated, and what is the minimal level of
deconfliction required? Whether integration or deconfliction, how
does that differ from the combined arms deconfliction of other mili-
tary capabilities?

There are strong arguments for the integration of certain IO capa-
bilities. For example, the boundary between CNO over wireless net-
works and EW is not always clear, and operators in those two specialties
had better be fully integrated to avoid duplication of effort or working
at cross-purposes. Similarly, both MISO and PA produce messages with
intended effects. If these areas are not fully integrated, messages will be
contradictory and possible synergies will be lost.

What about across the content-systems divide? From some per-
spectives, EW and MISO require only deconfliction. EW can support
MISO by jamming competing broadcasting sources, for example. Here
is how one 1O officer characterized the integrative relationship between

EW and MISO (formerly PSYOP; quoted in Paul, 2008):

PSYOP: “Don’t jam that.”
EW: “Got it.”
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MISO and CNO do have some integrative synergies. Imagine,
for example, that a MISO objective involves influencing a specific
adversary decisionmaker and that such influence would be facilitated
by placing electronic messages on that individual’s computer. Perhaps
MISO and CNO working in concert could accomplish that. Simi-
larly, CNO technical experts may succeed in penetrating an adver-
sary network. If their objectives for that penetration involve inserting
other than technical content, then they should certainly integrate with
MISO personnel first to ensure that the content they inject is optimally
designed and does not conflict with other content-based initiatives.”

Combined Arms Integration

Perhaps the broader issue is whether the extent to which the IO capa-
bilities require integration with each other differs from the integration
needs of traditional combined arms capabilities. As BG (ret.) Huba
Wass De Czege (2008) notes,

The notion of supporting and related 1O capabilities has always
struck me as strange as labeling artillery, intelligence and other
supporting or related branches as supporting or related Infan-
try capabilities. In the Army’s concept of combined arms opera-
tions, the various branches, capabilities and competencies of the
Army are all related and mutually supporting when they serve a
common purpose beyond the technical purpose for which they
are differentiated. The common practice is to combine capabilities
necessary and sufficient to achieve the objective of the taskforce.

In fact, in some cases, there is more need to integrate IO capabili-
ties with other combined capabilities than with other IO capabilities.
For example, MISO influence efforts may need to be tightly integrated
with a scheme of maneuver or with the actions and behavior of troops.
Otherwise, they risk becoming false and losing credibility. Failure to

7" Rarely are these operations conducted independently.
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integrate MISO with capabilities like EW or CNO could, at worst,

result in a message not being disseminated.






APPENDIX D

Common Electronic Warfare and Electromagnetic
Spectrum Operations Tasks and Overlaps

Table D.1
Electronic Warfare Tasks

EW No. Electronic Warfare Task

EP 1 Protect friendly personnel, equipment, systems, information, and
facilities from adverse EW effects (electromagnetic hardening).

EP 2 Protect the use of the EMS, including spectrum management and RF
deconfliction (for radar, communication, warheads, relays, sensors,
etc.).

EP 3 Conduct electromagnetic hardening.

EP 4 Coordinate and modify emission control measures.

EP 5 Coordinate EW reprogramming.

EP 6 Conduct friendly EW strike warning.

ES 1 Search for, intercept, identify, locate, classify, and display sources of

intentional and unintentional radiated electromagnetic energy.

ES 2 Integrate, analyze, and fuse collected data and information to provide
targetable intelligence in support of EW.

ES3 Exploit intentional and/or unintentional radiated electromagnetic
emissions in support of immediate EW operations.

EWI 1 Describe and depict the EME.

EWI 2 Maintain electronic order of battle.

EWI 3 Recommend dynamic adjustment of EW resources.

EWI 4 Evaluate, integrate, analyze, and interpret operational information as

it relates to EW operations.
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Table D.1—Continued

EW No. Electronic Warfare Task

EWI 5 Establish, populate, update, and propagate EW information into the
COP.

EWI 6 Prepare and develop the EW annex to include support to fires.

EWI7 Plan scalable EW effects (lethal and nonlethal fires).

EWI 8 Establish EW target priorities.

EWI 9 Coordinate EW support to targeting.

EWI 10 Coordinate and synchronize EW operations between/across all
phases with joint, interagency, intergovernmental, and multinational
organizations.

EWI 11 Collaboratively assess achievement of planned EW effects.

EWI 12 Collaboratively identify and assess the implications of unintended EW
effects.

EWI 13 Evaluate EW measures of effectiveness, assess measures of
performance, and conduct battle damage assessment to determine
effects achieved.

EA1 Jam adversary electromagnetic capabilities.

EA 2 Conduct EA with directed energy (including pulse and high-power
microwave).

EA3 Conduct antiradiation operations to destroy, degrade, or neutralize
enemy systems.

EA 4 Conduct electronic deception operations.

EA5 Conduct defensive EA to protect personnel, equipment, systems,
information, and facilities (self-protection).

EA 6 Employ EW to destroy, neutralize, or suppress EW or chemical,
biological, radiological, or nuclear capabilities.

EA 7 Use obscuration to defeat enemy use of the EMS (visual, infrared,

millimeter wave).

NOTE: EP = electronic protect. EWI = electronic warfare integration. EA = electronic

attack.
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Table D.2

Electromagnetic Spectrum Operation Tasks

EMSO No. EMSO Task

SM 1 Plan the use of the EMS for all spectrum-dependent devices (EMSO
mission planning) (battalion, brigade, division, corps, task force,
theater, and installation levels).

SM 2 Conduct electromagnetic interference analysis (soldier to installation).

SM 3 Provide EME information in either a networked or stand-alone mode
(build EME COP).

SM 4 Perform modeling and simulation of the EME via user-selected data
fields of the impact of the EME on projected EMS use plans.

SM 5 Monitor and use spectrum COP information in support of full-spectrum
operations (company to installation level).

SM 6 Prioritize spectrum use based on commanders’ guidance.

SM 7 Utilize EW reprogramming during the nomination, assignment, and
deconfliction processes.

SM 8 Generate and distribute signal operating instructions and joint
communications-electronics operations instructions (brigade, division,
corps, theater, and installation levels).

SM 9 Create, import, export, edit, delete, display, and distribute the Joint
Restricted Frequency List.

SM 10 Access and use EMSO technical data.

SM 11 Manage, store, and archive EMS use data (frequency management
work history).

FA 12 Assign frequencies within the operational parameters of the emitter
and available resources.

FA 13 Obtain requests and provide EMS resources to requesting unit
(battalion, brigade, division, corps, task force, theater, and installation
levels).

FA 14 Import satellite access authorization.

HN 15 Utilize host-nation comments in the spectrum nomination and

assignment process.

NOTE: SM = spectrum management. FA = functional area. HN = host nation.



Table D.3
Overlapping EW and EMSO Tasks

EMSO Number

sM4a
EP 1
EP2
EP3
EP4
EP5

EP 6

ES1

ES 2

ES3

EWI 1

EWI 3

EW Number

EWI 4
EWI 5
EWI 6

EWI7

SM 5

SM 6 SM7 SM 8 SM9

SM 10

SM 11

FA 12

FA 13

FA 14

HN 15

EWI 9

Ewito | |

EWI 11
EWI 13
EWI 14
EWI 15
EWI 16

NOTE: EP = electronic protect. ES = electronic support. EWI = electronic warfare integration.
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APPENDIX E

Discussion: Information Operations in the 1/25
Stryker Brigade Combat Team

This appendix examines the organization of a particular SBCT for the
purposes of conducting IO. IO, as conducted by the 1/25 SBCT by the
early 2000s, experimented with center-of-gravity analysis and different
ways to influence decisionmakers, either by degrading decisionmak-
ing or by confirming decisions made by the “decisionmaker.” Each
member of the “effects” community in the 1/25 was trained (in some
fashion and to a greater or lesser degree) on lethal and nonlethal effects.
Training was also provided to battalion commanders and staffs.

As discussed in Chapter Eight, in our view, establishing the G-7
as the information engagement staff and assigning to it influence mes-
saging capabilities will only serve to marginalize the influence compo-
nent of 1O. After the commander and the chief of staff, the J/G-3 has
much control. If one wants something (like influence) to be treated
as though it is important and has priority, putting it outside or below
J/G-3 is not the way to accomplish that. Further, separating informa-
tion engagement from operations excuses operations from the need to
integrate with engagement and engagement from the need to integrate
with operations, making the marginalization complete. Only a com-
mander firmly committed to maximizing influence information effects
would be able to effectively integrate influence with maneuver and fires
under this staffing scheme, and then only through constant vigilance.

In the 3/2 SBCT, the IO officer was the S7 (training), and the
S5 (plans) handled civil-military operations. In the 1/25, both were
aligned under the effects coordinator. Thus, in the 3/2, the S7 was
somewhat marginalized. As each component was separated with differ-
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ent “bosses,” the integration function was lost. Housing all the core IO
personnel together, with the weight of fires, improved integration and
elevated the importance of IO functions on the 1/25 staff.

IO in 1/25 SBCT was organized along the coordinated effects
concept. Although effects-based operations are out of favor in Army
terminology, the organizing principle is useful for this discussion. The
1/25, in conjunction with the Land Information Warfare Activity and
Fort Sill, and the given Modified Table of Organization and Equip-
ment, was organized as follows (in descending order by rank/com-
mand): brigade commander, effects coordinator (also the field artillery
battalion command, principal adviser to the brigade commander on
effects), deputy effects coordinator (formerly the brigade fire support
officer, in charge of the Fires and Effects Cell on the brigade staff),
IO coordinator (in charge of the Non-Lethal Effects Cell). The Fires
and Effects Cell and the Non-Lethal Effects Cell were merged into the
Effects Coordination Cell, which oversaw integration, coordination,
planning, offense, and defense. It consisted of an IO coordinator (an
FA30 IO officer, a major), a senior PSYOP noncommissioned officer
(E-8, principal planner and coordinator of attached PSYOP assets), a
civil affairs officer (FA39, principal planner and coordinator of attached
civil affairs assets), an EA officer (35G SIGINT/EW planner and coor-
dinator for EA), a tactical intelligence officer (35D planner and integra-
tor of 1O and intelligence), a brigade operational law team (including
officers and noncommissioned officers, who advised the commander
but also ensured that PA/PSYOP/civil affairs efforts were legal).

Because there was no PAO assigned to the brigade, this was an
additional duty assigned to the cell (PAOs or PA deputies were attached
only upon deployment). Because of the limitations of equipment and
staff, the IO section focused on the following IO functions: OPSEC,
PSYOP, MILDEC, EA, physical destruction, PA, and civil affairs in
coordination with the fires effects coordination cell. Because there
were no “integrators” at the battalion and company levels, fire sup-
port officers were cross-trained in both lethal and nonlethal effects. In
planning and orders writing, the Effects Coordination Cell produced
an annex; 1O was an appendix and each IO function was a tab. An
important note on how this worked: each “effects” person, at all ech-
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elons, had a primary job (for example, the EA officer coordinated with
other staff members on all electronic issues), but all positions required
broad-based thinking about IO and the information environment. It
was important that each effects staff member or operator had 1O train-
ing so that they could integrate 1O at all levels and retain perspective
on IO despite their narrower job functions.

In summary, IO has different meanings and is conceived of and
practiced differently at different levels. At strategic and joint levels, IO
is more conceptual. At brigade-and-below levels, IO is more practical.
The separation between 10O as a concept and IO in practice is one of
capacity, execution, and resources available.

Strategic IO concepts are embedded into plans as operations orders
are pushed to and refined at lower and lower organizational levels. But
at the tactical level it is difficult for small units and soldiers to trans-
late IO concepts into practice, even though each and every soldier is in
effect a conveyer of an 1O theme or message. Despite its importance,
IO as a concept does not neatly translate into tactical-level planning,
processes, systems, or operations, although its value at the tactical level
is immeasurable. For a more detailed discussion, see Paschall (2005).






APPENDIX F

Proposals for Navy Cyber Career Paths and
Pipelines

Cyber career paths have been outlined for Navy officers, enlisted per-
sonnel, and civilians. This appendix outlines the Navy’s proposals. The
purpose is to provide an example of a cyber career path.

Information Dominance Corp

The Navy has combined its OPNAV N6 and N2 staffs to form a corps
of information dominance professionals to better manage these per-
sonnel and achieve unity of effort. This change began in 2009. The
OPNAYV N2/N6 (Deputy Chief of Naval Operations for Information
Dominance) and his staff lead this corps.

The stated goal of the corps is to create empowered professionals
who can lead in the effort to transform the Navy and provide it with
a position of prominence. The personnel sought include those who are
skilled, inspired, and expert.

This corps of officers, enlisted personnel, and civilians is intended
to include a cadre of cyber personnel. According to the Chief of Naval
Personnel Public Affairs Office (2010),

The Information Dominance Corps will create a cadre of infor-
mation specialists, who come with individual community iden-
tities and unite to be managed as a corps, developed as a corps,
and to fight as a corps . . . The Information Dominance Corps
will consist of more than 44,000 active and Reserve Navy ofhi-
cers, enlisted and civilian professionals who possess extensive
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skills in information-intensive fields to develop and deliver domi-
nant information capabilities in support of U.S. Navy, Joint and
national warfighting requirements. These fields include infor-
mation professional officers, information warfare officers, naval
intelligence officers, meteorological and oceanography officers,
space cadre officers, aerographer’s mates, cryptologic technicians,
intelligence specialist, information systems technicians and civil-
ian personnel.

As enumerated in Dorsett (2010, slide 14), the professionals in the
Information Dominance Corps stem from existing and new personnel
groupings, including

* meteorology and oceanography
* space

* intelligence

* information technology

* information warfare.

The Navy claims that “[tJhe Information Dominance Director-
ate and the Fleet Cyber Command will allow the Navy to better staff,
train and equip forces for cyber and information operations.” There is
speculation that these efforts will provide “a bigger role for Navy cryp-
tologists in cyber operations” (Brewin, 2009).!

Career Paths for Commissioned Officers

Figure F.1 shows the notional career path for a Navy cyber officer as
presented by U.S. Navy Personnel Command.

I See quotes from ADM Gary Roughhead in Brewin (2009).
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Figure F.1
Notional Career Path for Navy Cyber Officer
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Limited-Duty Officers

The Navy plans to utilize limited-duty officers (LDOs) for cyber opera-
tions. Traditionally, a limited-duty officer is chosen based on a spe-
cific skill set, e.g., medical professionals. Their assignments are focused
exclusively in their skill set. In addition, LDOs may be limited in
advancement, e.g., to captain. See Figure F.2.

Figure F.2
Navy Cyber Limited-Duty Officer Notional Career Path
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Navy Cyber Warfare Officer/Engineer Career Path

The Navy is planning a position for technical experts in cyber opera-
tions similar to that of nuclear engineers (see Figure F.3). Accordingly,
the cyber warfare officer (code 1810) will require a computer science,
electrical engineering, systems engineering, or computer engineering
degree for entry.

The Cyber Warfare officer will serve in a probationary con-
tract. If officers perform well, they can stay in the Navy via
transfer or a civilian hiring process. (Kelsall, 2009)

Figure F.3
Navy Cyberwarfare Engineer Career Pipeline
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Career Path for Navy Cyberwarfare Warrant Officer
There is currently a draft plan for a warrant officer (code 743X). It
intends to be a vehicle for civilian to military transitions. Specific jobs
include cyber security IA operator, cyber IA systems manager, and 1A
systems engineer (see Figure F.4).

Figure F.4
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